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pliance and Legal Division, this White Paper was developed by a working group comprised of
members of the Division’s Executive Committee, a member of the SIA’s Self-Regulation and Su
pervisory Practices Committee and Gerald Baker, a consultant to the Division, in multiple meet
ings and discussions that took place during the first five months of this year. In addition to the sig
nificant time and effort supplied by our Division and its membership, we wish to acknowledge the
valuable assistance provided by Wachtell, Lipton, Rosen & Katz, outside counsel for this matter.
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32 U.S. Department of Treasury- https://www.treasury.gov/about/organizational-structure/offices/Pages/
Office-of-Foreign-Assets-Control.aspx
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48 The International Emergency Economic Powers Act (IEEPA), Title I of Pub.L. 95-223, 91 Stat.

1626, enacted October 28, 1977, is a United States federal law authorizing the President to regu-

late commerce after declaring a national emergency in response to any unusual and extraordinary
threat to the United States which has a foreign source.
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53 BNP Paribas Pleads Guilty In Manhattan Federal Court To Conspiring To Violate U.S. Economic Sanc
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63 Business Industry Advisory Committee to the OECD: www.uscib.org/business-industry-advisory-com
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*An international business network with a global membership

*A trusted partner to the OECD and other international institutions

*An officially recognized business voice to the OECD with over 50 years of experience conveying
business perspectives and expertise to policymakers on a broad range of global economic governance
and policy issues.

*Access to high-level OECD meetings, forums and discussions on leading matters that impact businesses
globally.

*Provide expertise to the OECD and governments for competitive economies, www.oecd.org
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64 Automatic Exchange of Information portal provides a comprehensive overview of the work the OECD
and the Global Forum on Transparency and Exchange of Information for Tax Purposes in the area of the auto
matic exchange of information, in particular with respect to the Common Reporting Standard. https://www.
oecd.org/tax/transparency/automatic-exchange-of-information
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67 The OECD guide on the Protection of Confidentiality of Information Exchange for Tax Purposes:
www.oecd.org.

68 Le Commerce du Levant, Novembre 2016: L’échange automatique d’informations, un défi et une op-
portunité pour le Liban, p. 88-89.
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sound prudential regulation and supervision of banks and banking systems. Originally issued by
the Basel Committee on Banking Supervision (the committee) in 1997.



Gl B Ad ) A
A 3l sall ey Jand) A0 Cilgd) o2 e IS el o 1 SN asall
LOadaall A glal) dglaall
Aladl cllaldl ae gslall Jee Ul Sig of dadaiWly ol @l e W) faad)
sl )

AL dealally dad el Glulisall L 7 senall clalisll apaas a0 o)
(Rae da pall ) (e 3ok Jlainl Jana g sy IS5 Al padll

Gl (ad s ppledl a8 Gall e il Al 6 o rowaldd) faal)
Ao g gall Huleadl B Y Al Gl sal)

aemsl ellaty dalaiil) Ll Ay & Gal) Al Alalull o & o s ualaad) aal)
Slo A8 sl Lle (g AT Galhl 3ok ol Lels 5l S 5 5l A jeaddl Gl sall

ol sl dlly
daal el Ll Spleddl ey dadla 4l ) bl ol S o spabad) fasall
Sl sall o o Bl 5 Gpeaal) L asiy L) ol jlaiiny) sl 5K cllall cillee
Al 4N B gas 5l 45 e JUaal ) 4 had Y G jeaall el il

Al G o seia lety 1l Tasall



Ol g A unal) A8 )
Al A el gaad il 5 <l a1 Ao seme (@Bl adding ol saaldl) fasd)

Ol s Copaal) (e 0355 Al ol Qs s daead jey aen G e pdlad) o)
OB e el LLauY) A e 1 G geadll JAl e )l o328 daa e Sl

Al iy Lgh el Cad auag ol s Al ) ALl i) g ol 2 pde galadl fasl)

Glld g A padll de sanall 8 yo o 5 a8 A0 ) Aalud) Euis o 2 pde AEN i)
2 e bl e

Cran Allall daniaYl Gladdl e callad of dul ) Al e de Gl fasal)
Ol L) i Gewm llall Guplial) dladll Lblee (8 Gl O Ledl ) Glas
S leglaall Jalg Aadla dhalul o3¢l il gn of s el Lllee A sl
LML ALl (o il @lld g G jlaal) sgd Canzaal) aldl 3 Al ) Adalull L) #lias

2R sall
Glabs oz Cjlad) of e Sl of 446500 dhldl ez pde al ) fasal)

sl cllaliial g Glalate LS Jaall e o alll b 2ol @ Clel g
e jaYl s ac) gl g calabaadl s3gy JEH o jladll ol 5 (g il

AT



ERPECEPPRERR!

Jae Glel ja) G jlaaddl gal G e Kl o 4l ) el e g jde Gualdd) fasal)
okl 5 ey ddeldy Al

Lo JWl Gl cllliad ol s a4l dhllll Jooppde (ualad) ol
3031 Cipaddl Jle (ul ) @lisse 23a3 o5 cCapuadll Ll (et Al HUadY) Sy
o Alalall Gojladl ) Al Wl pleal) ol gia) e (o paal) 308 jlicY) &
ol JoL Gl 8 <oy ) el e caldlaidl oda (8 YT Cand o il (5 siadll

Jud) Gl

o Alels Al i jleadl s o e Al ALY S o) ;e abad) fasal)
lia S0 Ledanat g A8y (5 gl Hlalda e i

Gle) ) s Glabis Gajlaal)l gal U 4 ) Al @ of ke Galill fagal)
Gllee & J1seY) Qigad Shliay ddaall Sl lacay dagliey yoadl dulic
2l 3y

NOLLD

Cajlaall (gl (e 2all A ghaa 2 93n pua g Al )l ALl e pde aldl) fasall
$3%) Gy Bl (5d Gpa el (e de senad I Cpadie Cpua el il hal
(A83)

Gl (al B Glad) e damds of Al dhllll e segodall jasall

oda 48| ya A s «(on arm’s_]ength) Ly A wl.u\ s J\)ﬁiﬁ\j ddayl yidll
Lot aadl g UVl Javal Aalidl) ulail) A% o 5 (Al 5 ) goay i) gl

AY



GH A ) 43

il slea dadail Cojlianl) ol (L A ) ddalull auis o s g pdally galad) fasal)
Ol Slaiiail) g al YY) Clalaa (8 dysladll Hhalae andi s aa )l

Glel a) Cjliadl) gal G e Kl Gl 4 0 Akl o g pdadl g AEN Tasal)
bl 5 laY deld Jae

e ld Audail Cajladdl ol o oo Rl o Al ) Adald) e g0y g dald) g EIEL) fasall
mliall gl 8 sl el jlalie 81 je g aniy (el paail

o Gbadl Ga A gl ans Gaes A6 1 ALl e g pdall g gl ) ol
A ) ana e W 5815 5 A gpuadl jlalica 5 1) (e o sliaal) (pSai ) Al i) o2
Al ALl (e 2dad)

Olaal ulrall aum g 4adla 4l ) bl ol oS o g dall g Gualdd) faal)
Alaal) Jlladl gala

i Casladl o e S o A6 ALl e g gpdally gualad) il
s Jadi o o Al L@lhlas aaay daphy conlii Al L) Ll e
O daadlly c@llgsual s clbadlall apsil daaly Gl i ) sl
Joanst bl 5 ¢J)sa¥) Gogeay G padll Lo clal 3l e g il cailda )
Gl g ge Aglaa g cldaal) 238 G Gl gudll g (@b glhaall) clal jall g Gl sa gall
st JEel bl eliml 1aly caslally il Gaall (el (ol
by opilsilhs Jadsall ol XEN (a0 LEAY  Gledadll ubi 48

AN



Gl B Ad ) Al

el apenill Tagh Ualy 4l Gojladl 4 e yd L g gAY
TNV ol Gl ddae dlge (B VYA LB ol G pae e alall
Liiny Goae IS o) g oSt of 460 dhldl e sogpdally abad) famll
S e Le&a Al dpulae Gle las s colulud T 33me dana O
(Sl oS e damia B)sar S Al Al 4lly i gl Capadll G

soEl Jde Jpaall Jilay dul 0 bl iigm ol sogpdally el fasal)
lbibaals ool sda Jidady dAul jo e Jaxd Qb (consolidate) 23 s«

Gl Ll Gajladll o e Sl Gl 46 1) ddalull e oo pdally andil) faad)
know your) «llae (o ely J a4 jla ac) 8 Sl L,,J Lo dleld il jal g a_gn.u\}
(Sl gl & Adlal) dugall s AAMAY) Julaall 3a3 (customer-KYC

Jolb )
Vb

e VI Al ) doh oy = G el (I Jol A8le) s sk
sl luial I i Gua Aglaiy) Dbl e S5 g8 ke il

Ay eda 3 4l ) dplanyl bl lieY) gee 3BY) e Jldl el ) Ll
L pades 8 Al gAY bl dealse JW Gl G Jlae dedy o

A4



GH A ) 43

GlosY & leiny) Hhlaag Capall e jhlae s 38l s ShlaeS G jladll
Al

Gy Jypa¥l Lo oo AFEY o & SHI g Gl

b e s Leliant 8 @ Caall il 5l Jsadll LS ay I Glaladll
Al Gpeadd) al JLl el Slas Bty o Hean Y Y @y Glaladall (g
Gy de clgll gy AN Gliaaddl 4l 38 Y oga A5 SaY)
Al el LS Jlae Guki ol o S & VT Glaasd) LU Gl

v Jdik

Jane Glus Gglul kil @daill Gany slsal Job dal b A
dsbl 8 Lo oOey) & Ll syl Gl pEd) B sy Jl) Gl dus
AUl el 5 ey e JWdl (el bl 32l a4 1444

cealladl Ll Uil daglia 5 3Dy ¢330 sill 5 el ¥ara (e 3y 3l -

SIS Caa s Jsall Bl cld Caliaddl G dudlial 8 o) sill g s slal) e oY
by ) 5 dadasyd

& gl 8 Gadaill daedle ST Baaa LIRS zilat alag) s HhlAal Ge paall £150) -
JTAS Ll sl e

b padl LGN O30 daal il calaall el gaadl Glaca
AWl el AU paall oL Bl zoBe Yeo)  SB Gals VT L8

9.

www.arablawinfo.com «Jjb &l sulees Ladlall LlaBY) Vil b A pead) LGN (s sl saale VR



ERPECEIPERR!

ol Haal 30 dal e @lldy Yoo Lo el ol dan ooy ol e
15 [P I R K ') B oG R FRVS. W UVY IR S VRS | IRVF PN Rt PR -1 |
goaa g LA da A mual 4xdys (Minimum  Requirements)
Al Ggine o pad)l Gleall ) sl s s Cangy 3 kall Ll gl
Oe AL Gk s g e J3b A 8 elac V) Joall yaall (le Yl a3 el
ooblae o 46l Jeds plaal Olaiidl cauliall #Lall alag) 5 4 38 el G jladl)

Allaill dlie g Aadas la¥) SV are (e 3 3all el ) ) uleall o8 e s
O Awdlidl 3 o5l s sl e iy Audliall 8 Allaadl Gaiad o adladl L)
On skl ae 5 Gileg il s Al S Glay Jsall Ll @il Gladll
oo bl dalledd A gad ST zeie JWa)s cialadl Calaa¥ s Al Calaad)
ouia) zila slag)s — Ble daacaie o5 ol Al & Qhladl e aaall #)50) d3
Go ST As ) il Wil giae maes e Golad) B ekl desde ST sa0a
Dl Alels aexyy @lld () 53y o) e 6l Al gal s o geadl Jle Gl ) G il
OST Slaie g G bl Flad) daal s asill cillalud) s 45 58 el G jlaall 8 )
Sl Gl QS ey Ll 1) Ly o laall (50

SRl (it b e saa @by W ) G eaal el ) sSon

Gl gl A gl (oany Ll ) Aplainy) duludl ) Lalucaiyl sale ) 5 dglany)
(o paall Jixdll el Wiagh (e oIS )5 5 aly) ALY

9N



GH A ) 43

Clian Gl dpalla) 4l 2 Y1 dai ela ¥ J5k of ) L 3 LEY) e 2 Y
Tl YA Gl b

v ok

Cojlian eluyy o A peaall 650 O30 daad caled Yoy Joll VY

Alall 8 5280l culalaBY) (e s YV (e Lpadaiill Ciliggd) 8 il s sma s Ay S e
dcliall oda Jaad Aglae 8 G jladll 5 Hla) gl dal ja ST 2el @ G o ) 580
el Lulaall e Bux ada ge Boke s LY Aealse o 3,8 SN
Gy YJoby YJOb Aslay alaSe 488 o «Vdob » 48l «YJdob » Cua
(il Jaall s} & A 2 5) ia ) pealial) Jady Sl (el ) (5585 Jgust L
slime ] il gat 5 5 10Y) allae 0K 5 508 1) 510y (la saaa Do 58 20 ) 8 08

LlaayYlh Gjladl &30 bl 1 4 Lalde) & ) uledl (g

JsY) Gsiudl o 585 cpmlal Jlesl) auly Cipad Sliad) Wl (el el
B e 78,0 dalays Lo bl LY podadl Wl el ge calliy
Guany 7Y 3%l Al duall e saly Hhladl Lans ) Wdeal o

M Ghlial S Goladl saaall ubeall cu il Gl (Y by A8l
oy Gajbadl of Gl (dsal¥l e 72Y,0 Jalays dale agal o clly Jiadi
B ) Al @laY) dgalsal 4 Lasiag @A) Slied) JWl Galy w3 o

ay



ERPECEIPERR!

GUalall Sy 7V oo Adalia ) ) se¥) A (alids) Alla 85 /Y Lans ada Caleua
GUISA x5l Gpaaludl e #L3 Goladl g5 e Tasd (e of 40
Joald 25 Y VY ale e o juladdl o3a Gadatl A 3l adl o ) Lgeaiiivual 4L

Lo 2l LU il 5 o) a ) puen A8 Gladll mii Lae Y18 ale L)

DY) Agal sl Jlia¥) (e g siy ol hdiati yaall L8EY) Ca ga

Gl e LY,0 5 e G ) Aty LalaBiY) 5 0l AS e e A i) dplll

@ 5 el Jysail) jalian e (00 3 515 ae (Cpeatbisall (§5in) ol JUl

SN i LYy Glay) =i & b so elaly b il ane laal @iy o jladll

Lalal il el gl e cajliaall 38 Glacal A gl (e 33350 i 81 8 ae cia
Ve dlaall olas

alinadl Joall ils e ool @l Gahi sae dalie JOL Al adiad
Ladle o Blall o Jsall i) §eaia glef LS il Gllady) 4 Lawy
Malladl 8 8 peadl clhlddl Galaal dedie 3 o g deadl leall

Job bl ) AUl i jladl)
g Y A A laia) daad o IV DL Al of ) Y s Lyl sl
Al e oS8 gl Al oda @l Ge Gl e s A Adls) Al )

Gled) 13 30K ded il pe il Ll Y el ) ol dn gl das
G soAY Jaall QL Liebae Iy ) Jsally Adsal) clelaiall (e L

y

ol al) el el ) ALl oy KU A peaall sl all g W sy de 555 58 VY
78 IIF, Round table on supervision in Emerging Market Economies, The In statute of International
Finance, Inc, Washington DC, september 1997, p. 51.



GH A ) 43

Gsial ) Zal) el paal XS yuleall 5 2o il @l 5 AN 028 ol yia)
o)l glil Joall sl Uaspd Jlal) ge LS & Jsall clilly Jdsall sl
nlrag el @ e ael B e by s Gajladl e 36 Jlas 8 3dsall el
e g st adali Job Al Lgihaal Gl ae )@l o Jsal oSay A daglud) 3,00y
Ve g laaiy) s die dyalai] 8K ae JIal) aliee & 3855 @A) 5 sl ol 1Y)

aal aal @il b sl sladidl ulu) daleall Sl 3 jeadl ¢ Uaall Ky
8 paall g laill A glaie 8 Mels 1 58 mual LS (ajlall galaBy) sdall | suall
dly A sall aal el (e 30kl @l il Al el dal ) dgal allall
Js2 g sodba Juls ol Llss gl ge e aba 1B sh Ll ) pae sl (e U
Al sall Lualaddl bl A jile gd ccllAl | alladl W) Al e S 3 L]
el ol A8 W) 13 LeaST a8y Al pall 05k Aaad @l )5 s Aalladl G831 julaa s
Al bl o) 5 ccilediall dgal gal il pbise s oy Laliia ) e gia g 4 5all
& Aanblll Gladl il Gl Goyeass 8 eadl glhill clelaia) cla s
M :\_JLRJ\ oh@J :\J}J.\AS\ @j.ﬂ\ .J‘}GA.j\ & JUQ\?“ Jaa

Job & GY Job A de glid 4 Lasl) clblud)l cwd) i

Jaelu,ll LS il uleddl slaicly il lags @A J3L Tals dgl
o5 L e ey s B ) pmge Lemass ClEEY) oda gt )
Gl ) Aea e dlld 2y MO0 Al 4 pasi ) A Lee oudly il

q¢

cq\)l\ 2221 ‘3‘)}5.\.«“:&7\3‘)@.«“ QLJ‘JJ\.\G.&AB\)JU va
XN U YR il 83 g peamal) g Uil cilalaial a8 Al pal) el ol jin] leaill clise A
YOVY A VY £ aaal iy seand) cecizane il Algall U5 ¥ Ul Gk il U Jemay AaSkas A Y



ERPECEIPERR!

G Al dea ey Apllll Gjladl lgd Jed Al Ghlaall 2adsiey Al
e ZT8) Taa Aala Asy YAl gl (8 Gjbadl Glasases Gliglas aaa
Ciobadl mea )l de u e pasall Toal apms (YOO Ll 4l
Cojbaddl re Al e GlBle Ay (Jg0 e e dead gl G4 dllal)
Agalall 4 padl deliall jubeay &) 5V e L 2 Vol el Al

zeiall bl Cajladdl Oadie) «YJ by 48] julee Gubiy Gl Lo

i ol aal sy s s shaidl bl e Yo bl Gluia (o bl

@ 0ad e Baae plal (A5 S Cijlias Wil e cale Al a5k LS s laal
Jl el

Aas e Aald sl S 4l G 3 pead) g Ul (6 caiie Glad) i
sasiall LY gl 5 A s s¥) Jsall aaied Al s (I by diad L8l A ol ads
Aelical) 48 5k 1 a3 Janal) (358 A paus Ll GI3S 4l s Taann; Laskaie] )
G Be Dy aiadl Campal Aplill) o jladll Yoo Llall (e Ty dpallall 48 jiadll
Y A § sl adaiad ol ae Y oga A o s A Tl T g 7Y

Oas Apaall e gy Cpladl gl (Ol G jlias dmeal 8 oy

saby Al e Ve s ol Labyl e LSV s all Gasadd Glid G pas
Lucdi @lldg daaaa e Aulitee Hlalaal 3 ) cilblial o< ) dilaal Llula
aaliY) gl dam Loy 8 Jiid) 8 Jaise b gl dgalse o Ll
el Adlend ) @l gal Hlaal Al Y Maie G jladl et M cdueal) a4 gall

q0



Agia¥ly galll (B ol Glual) J8 cldicd)

O 4alll ade el Loosoladll elE (e YAA 3ol 8 g jiladl paliiial

Oty (J)sa¥) s Yol o) Legll sal e diad uadd o die g lall Gluall

allh Epay cqalall s Cabuall Aapy g ) Ol o Legdle digad e am s

Leas anione Ty Claall 138 J8 die san s iledl) dpa )l zraays canls lua Lia
ATea™

Ladaal 58 ) 5,y 00 womaddy A Lie YA saldl & o

e ol claal) s ol sl ge oul DA L el B S L
Ol Clos b sie wdg i jas Laaaal 058 Y uall Hsasd A pad) Cillel)
Loy . alill diia Legia Y Gl uadd o lall 130 =3y 28 @l (o STy Lagin
M paall Clleal) e Jfiue Gl g lall luall g il 21 )a) s Gy e

Wiy (JBaY)) Gluall e LAl lials oMol ciy il (o pitind
()

G133 285 Gy 4 Lgaleail s o sall JB) & olall Gluall e ) ()

Indivisibilité¢ des) & jaill LG ;e ~uaiy S LGS, ALl hlia

il 5 5l (sl e VY5 YAA Cpialal) alSal 4y cuzd L 1385 (opérations
Lyl auldl) SSladdl cilalgia) ade

a1

oatbady Glah Lo (B on A Sl s ¢ TAA (o ) VTA A0l 5 )55 ¢ ) ATA/0/Y clun 8 Mo ad 635 ) g paimy Gl La (3 Sl Sl AY
:Jasll g Jiay) Lea g Lf)lé-“ Clual)
Cass. Civ., 25/1/1955, JCPG 1955, 1I- 8547 Bis “De_jair foute créance certame, liguide er exigrble se jond
avec les aures créances dans un solae fluctuant er provisore. Far celte jusion, la créance est pavee ern a
aonc pas a jaire [ objer d un réglement guelcongue. ¢ est la /efjer du reglement du compte courans’.
tsbsos Do) Ll e laa s AY
« Mais cela ne signifie pas qu une relle conveniion ne puisse erne passee qu avec une bangue. Deux conm-
TNETCATS POUTTAIENT ELTE €71 CONPIE COUT AN POUT” [EUT JOUITIIINTE F'ECIprogue. La Jurisprudence aanmer gu un
nolarre ou un agent de change peuvens eére en compre courant avec leur client. [ jaudrarr aussr admerrre
Ul UNE personne 101 Commergante puisse erne en conple courans avec son banguzer: » Ripert et Roblot,
Traité de droit commercial, Tome 2, LGDJ 2000, no. 2.
84 FABIA et SAFA, Code de commerce annoté, Volume II, article 298, note no. 11.



s qluall g alilss)

N Kby 5 ¥ oy o s, )] coslan) Gaic sp2sg dinaii pglii

Sl A lEl) Ol aal 3eas 5 Cluall 8 de ade GEall JaY) Jgla coultil

Gl LI ey Al Tas g o G 5l (e JSI Bl Shaa e ) (IS 1)
LAY

ady e Lilg o a5 ) Cloture  leall  Jé Cabisg
('m_m )@.&\ Y dS) cluall g L D)9 B gean H Q,Em Arrét < gl

Leashy Sl GUIEY) s ool Gluall J8 ualal) sy Jsliy <l

o) Gluad) J8 Gl
toh Lo Ge 3ol @B e YT il jal

i S ¥ e Giis ol oy GLTY) ariic piel) cdpl] o6 adel sgin)
MLy o] dlsY) aifaiis of Lasas] 5Légy L) ity oedsydl) 63))) sy adel]

v

(s il Algiay) & Giiadly YE (a oF £ adla comle/ Jaa 523 OAOT/ANY &5 VYY) ) g an B i 3k AS
Mg g



ol qlual) Ji el

rsod Glial) J8 Gl s @V el (i o
:da¥) dsla

(baane el iyl B0 (s gide () 5S) Lanie 4iae oLl ilual) Jily 5 gy
Ayl shawal bl a5y dla 8 V) 30k 45l )b i) Gy of Ladaal 32y Y g
REIRVR-11998

s Ol 81 aaf Bl LY

Aals cils e ol Gluall J8 Coaaall i Jrenll s

Slad 5

saall dama oolall Gluall 8 Sy ANe Y was Cipeael) LS Jueall 3y
) gl ) Aals o calil G glal) Gluall 0 de jd (aY 4] 3 g A
lagr Hwall Blaly Liad Gall Jleaiul 3elu) i 5 JAY) Gl Guaall HINY) Lo
Logilas ¥ gme Geulill Gl iiny ¥ (s salie gai o gadll b oS G4l
QUS aeadl 301 I Capliaal) aeas My AV Gyl olad ) il e (i silly
ALYL 3ale L& 3l Délai raisonnable Asixe dlge Jd ol Cluall Jad
ALl

LAY AS)asd gf oy AN s Blag W

ad) soLay) Llal WS Sl pe (e Gmmads (peadd On s Gles w88 Sy
6 jeae oy dll aal IS 13) Wl Laaasl sl g Cluall iy MUl 138 dadie 8
GAsiall Juaall &5 polainy Mo laph Lads AV Gadls - Lle Jall o WS -
¥ s ead JAT Glaa ) sdia ;) Jiy g a3 Gluall it e o164
AdY) dlas s S agi

aA

AgiaY) b Ciiadly Y¥a ¥ £ s dhagis/pdla e OA0TNY/TY A6 VY A daad) Al sl G AR

Sl (PN Ao gusa VA0E/V/V0 & B NV QB g g (B S ke abe Jaally YV epa o) 7 )39V (g sl
YOYA Yo pa ) z oY alae dbadll ASaY)



s qluall g alilss)

(O=D8Y) sy la Y (lasd e calias QL) atlal Cluall Calia ai 13)

Sa Con s AlaY) 38U J)sal o S diiia b e V) Glaall @l jat aaY 5ay

DAY 3] s Jall ey b gine Lades Jaaall (6 LAY G Al OIS 135 il

olall Gluall die Il ) gasy AdaY) ailai ol apdall addll b4 Yalas

Glals Ja¥ Vil 358 ol Leda aay aind A siaall dpaddll G Ll oS
lalall a3 agan A g olall Clual) Jali dadl) pusy 5S8 <J pan daaill

rsdy Al ) ) ¢
Go OBY) L) gl daiay s ol il aal Sl gkl lual) die gy

Al Glles ol jal s clual) J8 )l yaad dal

o sl GO (e U plal) w55 L s il

Glaall die oa of ald e pad GOY) Qo) 3 mlall Sie w8 ()
Sie Slie) s I gom MbliaYl slall s adg o s ool
ohliay) alall sie 4 el G ool 13 V) La 4t golall Glall

da g ohaall CldKEYl s gl Glual) J8 Jelia

Wil 4y Jalall (a5 Lagl sl cdiolin 230 5 ladl lual) J8 <0l5 jeaas
A8 e sl Agale Bliy cAea (e Agalad sl A8 Bl L) Legilli s (Apbiaill Lagilig
REBTEVEQIR™

44

87 FABIA et SAFA, Code de commerce annoté, articles 305 et 306 du code de commerce libanais, note no. 32.
a1 Gl pe Ll dmiay s 4Dl e cheall s sy s ) mliall die a5 O AA



sl Glual) Jé i)
ahda g Lilgd gl qlually Jaladl) iy Y

iy Cuny Adle ghiay Ailaial) cilileal) puey il Claall Ji Ll oo

el paddiu) 2 cleall Al sma )l Gleh) a0 Al
Glaa 4 opadly Gl ol AL 5f Magaddly Jsa¥) o alad)
elaall J8 dagn V) el o8 Ay cpae o Gl Aba edai Wy sl

(8 a8y Al A8 jall (g o AnlanY) ASadl Sa el 13 gl
EAE o OVAE zodila ) sdie ¢ sSae /gl Adi 520 O AASNNY &y b
b esls dun

el) b l) § S L duled b5ypuny Jid] ad o)LL) olasd) 3 o o) aily .. N
fiwo A folizas) ai¥ clisd donesi Lo of Lty GLS 13f yulil) guog déreo so anle
wo ¥ old) s b dewil o of 5ils spmg jleic] 3o ¥ LA olwd] did pac
«....alLis/

Balall alal aa calily Le 138 5 129 Gatise Lo Cliaal) J88 (e aaldll cpall riny

aslie ik b e a5l sl e ¥ g saladl Ga (S5 5Ll YAA
v oo saldl ASad GYY “’«...éﬂg/ymgau_;U@j,_;?/dy,@ué,,,.‘.o,i&/w@g/
fio Liy) 5) ..» Sl oal Gl aue Ol e Yo f salad) (e A5l B )lal) alSad
@M/Z@m&u;ﬂ/gg Logivs diigilé)) LM o)) d/l> sany sil/oa>g g0 lund/

OVA e V444 cJﬁﬂ\} JLM Gl e il ;j_;.“ “_'QJLAA]\ LLC\L\L cBJléﬂ\ 08 @ AL ‘U‘L)” (Cauali AQ
VT e Y ) daall e sase iy gl Al (ssea YoV /YNY G lE 0 B ) sl Lol &8 a0 ol Jas Ay 4
Al 5,800 5 VY a T0 7 alla oas s Ak e ssed VATON/Y &) IV TY B s 8 Al Gy deSae 4
Dl Sgom ey e NAT/TYTA Z B YTV L8 el BEN 28 el cigHn Bl ake Gadlby Veeo e V4AT0
AT Ga Y1) 55 899 ala A8 aall @) siiall (g ladl Gleald) (oAl a8 sl cas ) de/ Ja G A el



s qluall g alilss)

OV K ygually gl ey il gog SMwly cicluii jo ol 390 grad dflas)
Clual) (i g xie ASY 5 Culll -iiay ailail y cpall laaiul e 3l Tas Talis Ties
Yof oildl S e Ssell Gieall L) agie Gl Slail elgill sl gl
YA Yt oralall JU e psal) il ) AT (el Gl Yo
(V) Bokall) Yot s YAA cpialall (il 1 90 gl aa il Lila
Coag il aa sl 138 sl s AT dga e Yr oy (Al 8 lall) Yo inlall 5 g (e
ool s lal) J88 Aais el (2 Sl apall e e 0 Balall (e I g¥1 5 sl gl
A3 Ll i 8 clalgia) ) iy Tatie o0 g aay Ji 53 aa )l e
G sin Liane 2amy (A1 s 4l aliaad) Ja8 (51 3) Y0 0 5alall jpuil) 13a aE5ile 3L _gdal)
Gl J8 Cluall (g o s Jla 3 S0 ¢e oY) a5 oS pal) oy 5 il kY|
bl J8 L gy G Lo Jieliall G gl 130 (6 -Gany L Llle al g 5 — 4lid

ALY 13 s Cupele Sy oSladl) skl o (pedil) pLEY) 138 sl
0 el Al 2 Ula

LS e gl Aale Baildy (Aablan o A gild Bl glu) sCJU) Jgadal) cLals
il g (o paall A gae Huan gkl luall J8 Al & ks

ladie Jyn 3 allsee elifiu) o Ahieais cluall J8 ve (i jead) i g
Mgkt S gl sl

92 FABIA et SAFA, Code de commerce annoté, articles 305 et 306 du code de commerce libanais, notes no. 6 ets.
93 Emile TYAN, Droit commercial, Tome I, Ed. Librairies Antoine, 1968, Beyrouth, pp.1018-1020.
[l Juea Hsdie ye Yo a /YT Gl Ve vo/A iy aeal )8 lad I AN g ym B ASaLY) ASad) 4t
dsnlic af bgasjy il closd) clil Joasll o chpal) olislisy sidl Jolil) o dlgasll 5/ cous » 1o 08 ol Sl i)
) Loidi Jlac of aSunog coland/ peis
s guid Jl b i JLiGY Gl st s g0 i ) i) Gl JUs dpae) pal) il s Lo ) darns
198 B ((Lan o)) GQoom (B (B ik ke Gadl By «dlpac lgic polii o deael) guw olilec dgwi)
AT Ga oYY dae YooY Janl) ‘.d.e.ui. O peae iy wiga (5923 Yoo V/V/4 é_ulj



sl Glual) Jé i)

Slaall paea CuilS b G & mge A5 D giall Cluall sl o )
Jealll sd Jae dooaEn YL V) Talg my Gleall aua G e G8n

el aall e Guday A1 50l Jare aay Taby olay il 0l Jla i
Pl 13gs a3l daeadl L aSlaall juiad caluall

Yoo s ¥ et Gaialall alSal (il (ld caial) 8 500 Jaze 3as pae Jla 8 Gl

Lo 8 4 e Litlaf LS aipe (5 3al) (e Yo £ 5 YAA Gaialal) alSal ae b el ¢ 53 (e
Jasall paat e aSlaall CaBal ) (0% ¢o1aY) Gate s Alall dpa Il apasy ledy
liate Goo oy sl Cadiall dam eday A awa ) G el gadall Caal )
Ol o (A Sl Jarally 52008 adde sadai Cumy 5 5SA) Y0 0 Balall Tais e 1o Lga s
Cloadl J8 2as jeday oAl Algia¥) s paill b g oladl cluall J8 QLISS) apa )l
oSl (A1 B oladl) Yt s YAA cpalall Tais ooV Lga s Tt Lo yiay

Al oilla s sS3dl Ye o 3aldl pab Slee 5 2088 L Taliiu) Jlgiay) i

Alall 5 Al salall JBY) G atbai g ol Qluall Cad 6 oy Sllaal) L ol Al
ekl 323l Jase Lol s ccolual) Ja 5 ady ¥ ol limiay cillead) g ol Y 3
L dealiiua) dagll (s<8 Glleall aglia s luall Gdiat a0 Al i
dnglie a2 Ala b 4l g A ol Gluall bsald) Jasally i) 6l i g 4 5e
bdiai s Cluall Cal 68 2 daliiill daiill 035 aae 5 s oladl Glually Glleal)
N ol Jamally 20 sal) i p Ailes daliiual Aagiill ¢ K5y Baie Gluall iy

Gl (8 g AN Agad) ARl ol e il AeSaa rtaall Iagy an A lad 5l salil) sda oS5 ol dlgiay) el 4
salal) sda (psS3 of Slal LS AA Ga o) aae OV AAY dgiliad 30l le/ el Auoall DUl g cliy s N 3Y/Y/NA
e iy Jhae a0 Yo T UV E Gl YA Q8 e Hlal) A A8 AN gy Al RS s inall 1 aal i 5
Y G Ve s Y a0 ilia A giall ¢l siitall os sladl Giluall ¢ jlad) Agia¥l b joba ¢ Joa o8 ol

AL a3V (Jaadl 90/ Y/ sy 41

(bl e Yo sl Cuai 4V
il gt A JS dibgi b My AR ol coisin of el puriic divel] Glisiwd) Jla] b pdiagy clwd] ids »
s ] fis S 15 )l olsid] 5 e l) Jiel) e 6uails dudunill oo o Aaiyf griis do¥) Gmisag Lslo Lys ill) svu )l
Corigilidl] Jo2lf o Led ¥y asis cilase



s qluall g alilss)

gl lagdl o aalall (fee Jame yoad e o il S aSlal) oyl

Aady ¢l 68 e YOV sall agle Cual A gl Jarall Gukt e Lies

i) svo ] iy 4e OHE) Ga Yeo sl ASalh Slee 01 um ((79) Al

> 5 igildl) Joel) ple ¥y s)ld] colasd] 6 siel) Jael) le 5uils glo¥) Gonisl/
K yoguad] Ligs §Lii) 3929 pac

i ade Gadl e 43l (JERN Al aey BAL qilada) ARk Al L
Leals Lole Loy ol @lld (8 ey odall gl oo Gadiue (gl & Talgial
ALLTYL dalaiall 3 ghel) g cibn pal) G g8 e VA Balall Taaad s galall ) sl HlSAY
s BlaiLY) e Lasa) GadU) Glay) ils 8Y) Balil s 8 S ¥ Al L)
ao i ¢ el diw e JE Y saal saile diaiual sl 0 6S5 o b yd g e dalily
%l daiad) claladl s ac ) sally Jalaiay)

il g aa

Agoladll goleall b5 kUl AN A all cigm b Anlany) deSadll
Y TYIY B Y e n 0/A S8 qsgad o a e o)l

oo Wb bpunl) JIF) 6 sole JiSo Jio 153y doSnal) culs o dumgh
iy gSil) il L] sus) ilod Jl> 5 X JLiSY) Gry)li aes dSio 6uils olii LIl
oMol ad) ogl) bopiicll Lisgy (5o doldly of Gliniw o) yisyill §Lis) sf) o3le/
i) dissd) Loy 5T/

Yo

98 Christian GAVALDA et Jean STOUFFLET, Droit bancaire, Ed. Litec 1992, n. 327, p. 149: « Za
capiialisation des mrerérs aamise pendant le jonciionnenment di comple couranl a chague arrere
periodigue i1 est plus possible aprés cloture gu aux condilions definies a [/ article /745 Clcivy
A yo 2 b 2lE G ¥ a5 paall G B V) Gl oo VA Bl ASAY dilae 5 S0 Y ) 20 ol A8 G 5 LEY) ae
AaSaa yl Aabe aadl aal g g el (el o BN e YYY BALA\_;M&M\M\;a@?lw@\@ﬂ&;dﬂ\éjuw
i oy allid] wic aic Joid gl clwcd/ dioy (£33 (a Y 22 10 Gle (alill AlSal e sana (VATE/E/Y &y U5 &y peadll il
Ly i dpl3 sl spg ot 15) ) i duSo allyd pioldi pial) aildl] o THT bskal) Lk a2 joony ¥ Lo Like Liys



ol qlual) Ji el

e il Ay danlil) A8 al) (g m b Gl daSas G cpa
Lo ) c,lal eodlel ) sSaall dplany) daSaall Ko calimin) 8 Hlill die (g )
e

ol ) buili)) s oy ¥ aif sl 5T aeig ((£.0 VIA sll) 5]) 6,6Sil) 6aL) 5T »
dles cliiiw) casg) @Gliniwy se) Liio aic janiic pf socs dolsLy ¥/ JU/
Jio 6 dLolS)) dyd) Jnill prio grisicl) o/ s Woylnilly daid) =fslelly sc)pdll)
ol b L) Jall) g0 Jing JLS/

LAY Lgils i) 50 35Sy uprls oy Lidle solyl Eliil] 35T [olai Covng
Jab 30 6948 S Lidy gy l3) had) JLid) a2) pi> JU gl ) 50Li) s e
Ldgrg)) oigl dilB) iilewl) <p¥s) 5y avo juirids Lo o Sil) lwd ;épb

LAkl o A glal sanlal)l gudad g Jaaadll lma ol Al 3300 uded SN
oo M AN Letaa g 5 A Y) oda Gludal 48y jla g A€ e 3206 o dale s1ld Gluda)
O e 8 ad gall s ad) Gluall die o gl Ylae )5 JEal) dass e i padl oSl
&S o3l aua ) e Gabaal) 50 Jare T a1 138 D) (Jranll 5 o yuaall
Sade (5

A9 (Jaall Jah bads gse b liysamn e O199/8/18 &5 YAY B dpad) Bl A6 a0 ol i Ay 84
b bosla dus £99 a ¥ o
o2licd) fogo lwd] Lo buils dewsi cosiis) agrgy pipiel) §f it aild dewiiS) sHpdlly gleil) gfiil) dewilly G B
clasd) rid e 8 pdlad] o boa) dwil) je ilisg yol
o] uid wic spi Gy clwd] 8 dewis) 5uli)) Javo Joaels Jo¥) pipiell mlo] G agrgs pariell of i o Cag
a6l deiii faers Mo polef a5 lwnl) diifl) Sled¥) o aeiiyiy aiidlye 3N pairell of lic) p o ¥ Gisg
i il i) Lo BY) ois yanipael faic
chud/ Lo dysdel) suilil] slaic) LMl uiridig il jul agrss ppiel) Jub g0 buili)] foasi 555 padi Lo foud e oy
LA iy sa s



s qluall g alilss)

A8 50 il e dialadl Jlid) isaa &) a) oSladll el g 8
48] ga sl Jaandl aMe) G505 32 yiuall alal jl Cojeaall (e Baasall 2 sill Y2 o
Dol Glaall St sl Jaee aad Gy 4wl o jeadl) Ladial 1))

fkwk

Agiay) A iba (HSBC dliy/salell me Al (goea oY ¢ o ¥/0/Y 0 &gl VWA o8, ol jladll AN 48 2l oigpm Dy Voo
b leela Cun NIV (a VY 558 (Yoo ¢ jilia 48 giall @il siiall s lall Gl ¢y jladl)
G c) LaS 5ulil) Jazo wud Gy awii] Liiis) aule yapiel) ddpal) G cMapani)) wic po [ oaid] o Ghiks dung B
<oy o s L) Losang Spid 6 of g DG S SiLid) il
cad AL gl ) Gpbog ATlpil] ¥aso e dddll) yaiinii cilig i SN Lo déslalf Gl LIiS Lilin] g
Llbslall doog lgilis) Gobo of silpill Xaee Gleis Le of JLidY) diigils paes duyiel) cledo) 5 padi L Lo iy Comg



4 yaal) clBUault £ odall & Jlaxiud) oo 4 g puusall

(b paal glhaill legd Loy cileladl)l Caliday 3al @Al oo )i ohail) aa
tsn gl Agllal)l Gllaally agald et Jilus Widlae Jsliiay i jladll Caniag
Jal) ails o lelaay clindad MR G ding oadidll dsuls e a iy O dienll

AL

oty Lelalal 8 jaall Clually & pin g ddaiiae lilay & 4 padll Cililay)
il 5 JISal aem Tab gl desy o ) dals L go adliatioee oy DA (e
Aiae caled 3 ) A8Ua) IS e Aalal) Al clleall (055 385 (AL glaiall ChlEUall
el el 8 s el 5a daladll ol hal aaly 3ol ) e s T sk 4 Ja s 30
L uinall aal A 6 gus

IUa e il y 48 0l A je cligl)l Bilug (e L S A jeadl) iyl
Lelanind Ll (s udl a8 1) 46 e JledY) odd Sy o iy oS Alliia) <l 5l
el agl) Aila Al 25 sl Ledlas ) agiii )by Bl e il Jalall gld Gl
zmal A Lo Jaall (a8 o] Gyeadly Jlai¥) 1 dasy Lale ddee 6l 21a) )
e slaall BS &8 35l s anald T 5 skiie s 35 ok o sain (g se )
Clan dia ) can leaadion J385 AT dAlay Je Ly dladl e 52 5a gl
s Osesty sanals @lld e cp)3all He0 eatty ol daidie Al e denl)
Al dna ) A jre 9935 Sl ran GAIG el ) L gaan s liLa)



A paal) il g gyl e Jlariuy)

OGSy olag) i Al S A pead) clilagd) Jlastin) Ll of 4 el Y L

O Y e ast Gl Gllead) lecary Al Al s alle e slil Juaall Bl
A ppaall o i Al @aiall e cildady clel 3 ald I ol Jlaxin¥) s
AL OVl el Al gseey @V Qa8 deldl e dpad)

Aiaall Ayl gpesall

G AW Gkl G et A0 Lkl ADe A jeadl Akl e L
Ony Aladl Slaal die Capadly delall n aeagd alill s delall (o padll
Oms el Glua e 38k JIsed) slidinl A Jsay die jalilly Cajadll
o 2s8all sda e AaUl) MR ) el aal g Al i aw die Jaladly jaldll
e i Jaddl @ile o dnae Al ghme iip Lo JUAYS LdLRY 4ok Glide
A @Sl @l g ey AY) Gphll ) pally Jhally Al sl s
okl Glal @Al puall sa 5 dagil) Aailadl) ailia say JAT (e 43 ) 52l Uadl)
Legiy Apd) Alall s ¢ AY)

Gl add e A yeadl el ¢ il e JleduY) & Ja S L
AN @l il asile e Ay juals "“@}wdh,’uﬁ‘ﬁd\gﬁ)kwgﬁjﬁ)

sAllaaY  Jaladl) b AL ¢ guad AU Jala A3 g3una Y g

e Al A Al Copatll Lelalad i oliy) 3108 4 padl) ddladl o

AR



4 paall clilal g g ydall & Jlexia)

slasl Jla 8 V)5 ahas 4l ey ¥ Al Cain 28Uall odgly ¢ aaddll 4lea
axisall dladll laiay 4alad Y g sue mual (g (o puadll

By s b Cipadl olad Yy dladl dals 58 Al Al (e

Aagii A syead arey allea) g b clld g€ 1Y) A addl AUl olai ]
da & delall Jla) e 4y 8 sy Bl jaae ae depl g3 sl
okl da ) dlie Jan lgde dbdladl ade oS diUa)) Lolas o) 48

s ey a8 Ailalll e il delal) A gsase i il g il Al

amaal) Uadll 4 seia aan 285 " aral) Jalall Uad e 4ol 4280 611 o2a ()f i Lgslaia
AUl ()28 4l ane L) g cd8Uad) (j)adé of 48y ) ol A daladl Jlaa) L) 43l e
Al 5 o Lo it Al ile siaadl g dlall e Y e daladl (5 5S5 agle 5 clld 48Li) ) 4
Al O sl adde i Lo 138 5 @lldy Capaal) & 300 Al g ¢pladdl) i 48 ) J s
@wﬁ%ﬁkﬁﬂ\éw\&&w\@gwe& .\Sbél.c-‘\.'ai\lﬁc"'f\;\)m

b o Al A aal) Blad) cuils e g 8 ol 3] adidd) Al A gua g0 8 9 50

YA

101 L’article 132-3 du Code monétaire et financier: « Ze zzularre & une carte (de retrait ou de
paiement) supporte la perte subie, en cas de perte ou de vol, avaiurl la mise en opposiiion prévie
a lariicle L. [32-2, dans la limite d un plafond qui ne peur depasser 400 ewros. loutefors, s 7/ a
agr avec une négligence consiumant une jaure lourde ou i, apres la perte ou le vol de ladire carze,
/' na pas effectué la mise en opposition dans les merllenrs delars, comple renu de ses fhabiindes
a utilisation de la carte, le plafond prévu a la phrase précédente i1 est pas applicable ».
102 Article L 133-19 du CFM :
« L — L cas d operation de paiement non aulorisée consécutive a la perte ou au vol de /s
rument de parements, le payeur supporte, avant /information prévie a [ article L. /33-/7, les
pertes lies a [uiilisation de cer mstrumens dans la lwmite d un plafond de /30 ewros.
Joutefors, la responsabilizé du paveur n est pas engagee en cas d opeération de paliement nion aulo
risée effeciuée sans ulilisarion du disposiry de seécuriré personnalisé.y»
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103 Article L 133-19 du CFM :
L — La responsabilirzé adu paveur n est pas engagée s/ [/ opéralion de paiement non aulorisée
a eré efjectuce en defournant, al mnsu dupayeur; / mnstrument depaiemernt ou les données qui lur sont lriées.
Llle 11 est pas engagée non plis en cas de contrefagon de [ isiument de paremnent i, au monent
de [ opération de paiement n1on aulorisée, le payveur erair en possession de Son msument.y
104 CA de Paris, arrét du 18 juillet 2013, N° 12/00610 a sanctionné une personne qui n’a pas suffisamment
surveillé ses comptes et qui a fait une opposition tardive.
En I’éspéce la banque avait posté une carte bleue jamais recue .Or entre le 14 janv et le 15 février
plus de 28000 euros de retraits frauduleux ont été constatés, mais 1’opposition faite le 1 er mars.
Pour les juges I’opposition tardive est fautive.
105 Cass. Com. 2 octobre 2007, pourvoi N° 05-19.899:
«La circonstance que la carte art €16 ulilisée par un 11ers avec conposiiion di code confidentie! ests, a
elle seule, insuscepiible de constizier la preuve d une relle jauley.



L yaal) Clilall £ gpiall e Jlaaiad)
Ddelall Bl axls ol e alill de dadl Mlall 28 paw Gogead) e
48 yae ABlay £V clplal AdlaaY Ldaall jalil) A giua (UG

:\J:u.n\ﬁ ?373 L”S.JM sy a g 4aie @ & dac d‘abj\} ﬁ\ﬂ\ s

A Adgpe Al (Say A peae Ay Au Sl gl Jla s Al
sl el Aall 4le doag ddl Glel aVh Glall Al cld) s
Zloul s e U 4l WS LAl adg ae alilhe Al oo o sa sl
i Lhaad oy Al Sladl () Gaddl Llo oy ) Al e ddlad) a8
Bas8all 5 55 5ally Aadlall dygiie ikl Ja Glaslea el Jlly 550

Aol Cipadll e el A SEall dagm aldl gile e slalad) il salld
Axfgi gy e Al Jela dpadd e aSUL AU @lel Yl A8, Ll
VAL e o gall Juesdl aigi) atiilae s adsill daaa (e sildll e

de daall dlaadl B ane G padll e cle) W) o alil) Jeal Jls i g
Akl alia ge allea Auinall 4l gyee Aagis Halill Leleatid

Aial) 3Tk ) 4 € A il Al gpee Gulal o dlilae T By si

AR

uﬂ.\.ﬂh 473.\}4133\ 3)\3}1\ o 4@\)&4&” JAL‘ Pk :%:\.A\AA” ‘QLABSY\ :ul.k.ﬂ &})ﬁn.d\ ‘).gs ehﬂu\}!\ e :%7\:\\_'\;.“} 3_\;;.«5\ @JM‘ AR
.www.aladalacenter.com s_wasll (s 38 4l
107 Fraude a la carte bleue, qui paye au final?, Hervé le Mar, 05 oct 2004, http://www.village-justice.com/



i padd) B £ g phal) pE Jleto)
Al Jad) A g pual)

AN A3al) 8 ol sy ALl g il e Jlasiul] e 4sli) v
EVA (s o el Gl gally JYAYU | il olad 250 jall 4l 55
- oeial) i g A 3 e

14 paa Bl g g pdiall & Jlexieadld 4l jal) & Ad gigena 1Y

G dee palilly Jelally Gipeadll ye Gl paid JS il ued Jedy
Ao s ple e ARk 4l 2 5a3 Y 4 piae dBlay Jlexivl

;&Jﬁd\z\.@ﬁgﬁ_\

il Jlo ishy Ll e 1Yo il A8l Sl b gl o6l e
Lllail) v bpic of duds Joiill

i yadl Bladl s Ll ) 43Sl ased A il Jall sS elly

Ssic sl Ags Alad) 53l Ju Jiah galal SN e il (e iad Ll 3
Al Al o sl s gl SO Golall s3la I el s e
Al 5oL 3ok oOWY) Alee gd Apeall dnll Wl el Jadly

Alad 48 o dayys Q1 e adty e JS 400 Jadl Al e aiey Gl

R R



b pal) lilhll g g pdall b Jlexiny)
:JuiaY) ey a B -

Balall (A& Sl Gligiall gl by Al Juia¥) dasa ae dladl

Ypiio Mo awrlui e dlois¥ Slglilly puil) fo> go J5H 1SS 4k T00
bl lgide aiwly dedio of flul o Jagei gerii holiwl of Jsdio sl 4
Koyt goulo N N dio yo dolyilly eiw G I i) diw o pudl

@y Gl aid 8 JUisV) el S 0 ol pal lds
Adlial i gle adld i, LY asbs Sl @kl eLdll Jelll

pogal) Jlarinil g g ) daya (B AW

vaieo cindy 4l Ao syl Sl cil gl (gl e £0F 3oLl b e
) 26/ faituo JSuin boliso of flo Lgiit, I liledly @ildg ) 5  ddyinl]
.«”‘,.cla-'_r/g/““;g.i_zo 9/““;.’&”..&

Gl gsise cligiall Gl ea sl A ol syl Y

SN oAl Ay e Lglily JB N 50l demy ) Ad padl diL)
ol dal (o allly (gommall Sl Leduis bl oy aill g Aoy all galdll
Aaoall Galdll aalll s daepall H55al) A (B 0Ky lall aallld (ald 2l
gl ol e Awepall dagl) Wl 50e) Jleinl 36l Ay eladl
GGl 13 8 LYl s Al el dalall AW el Geay )
g Gofiel el de dign oalll Aul Gl dis B LaleY) Al

ARA



b pad) cliladl g gdal e Jlaia)

Al Gea JANT Y A8l 5T elldy Al Gl g daia A puae Gl g 3
DGl bl 8 Cny Als W3e oSiy G dsewl) (3G

Y Lidall Jleiul dan a5l das e a3l 8 50dl o Ly

Jlesinly s 35l ald gal) e oS ol Ly cdiladl Jals 53 sall JIsa¥)
s G Gk ey Al paddl Law o lgbe o (S 3 A
Gl B SLN clbgiall o6l ol 5LV aas Las )3 ell Jlesiad
D30 darivg ey sl dea S dagie G 4k 0 Baldl 8

Ay e Jo a5 55 e ABlay Jlaainlh e il ol g8 55 ) Jleatial ()
30all aladin) ) 4t s o

Ay oo Lald D o Gai 2@ il Jladly sdmll gl L
Glo pd e JS Al puall Cllad g gl e Lllaaiul i/ A jaa

YYY

vosail] Llid] e Gubi sleii¥) clilhy sf dbiiel) Al sugii e bgale juall plad] o) puier dolell dobeid! i oy N+ A
a5 AL ois oY iy . Slall o SAilbf ois iy ol comiw Lo Losif Lasg £0£/515 £1+ slpl) L5 lgle
Sy Lnill paild o £0£ G5llly £0F Gall) e
DL i) o Lapuiy Jsad) Gilisg siwdly gmw¥! oo @lSET gl i bylonid] 33ild o £0F 6ll] ) Egmp] o Cormg
L LU Glpw) b Loy i 5oy Jolail]
Jolail) QLU AL o Dlid] Jeih o Logsii sains S illy Sk £0F Gall] L5 LoySs slall sliw¥) o) s o juets Cong
pomly s o Jolsild L5 o] Lgil 5 Slial) odgy giati ¥ Glaii¥) Ly o su> 5 delll)] Slawd] 5 Lope i 5oy
A 5350 S 0¥ LI Glpsw¥) b Lopzii (Ko ¥ aif LaS (Jlpod ois o lglosiuy rall b Vsl fips o
ol i) ) s Lo 5 Sog ol Gy ) b sl S 0 My Loprsis 59-Sog ol G1g¥) dulie Liyluic pac
) k] padill il spié azigo Ledly
/http://almustachar.com «) 347 dpaall Gladll & Caiaall (Y2 o V/0T/07 2 )l )



4 paall clildall g g ydall & Jlexia)

a3 ol W sy alle sa g Lellaninl Jslay ol Lelantiony 4 joma 48y yy 5 3
Sl alle g 98 )3 5o Allay can e ol sl e

dABUall o ) Jalad) A ghena (LG

aiilly Jlediu) o 4elil Ja 4 490 el Gadl Jels 4 5 Las

Sy el g AUl 8 dsssall dall ahas je ol de g yde e AG
dappn dadll Jlie) e Joa 4l Qlidl g (8D e oS s (B L]
Al Agsea i e JUlby Daiall clasdl JNA) e I A

s aSEAY) day i (A -
o 8 Uad Gy ol pal) AT (e J) oY) dias 2ie aaldl deanial Jla
Aiia Mo Alilds i (8 peaddl ) aile) ade Cag onaat o lie b adie e AV
VY 3kl (e els adde 5 Sl Gl giall & 6l e TYY Balall e 40lS5 Y Lol e
s o oirdy of pulzs] of cllazipy pand S A1 5all A s sud) oLl Aaldl Tay ja
eobpold 63ds of dilb bigun of [li aijles L5 J5s Jodio s o dbrd) @i o]

:duiay) day (A -Y
salall (& Jldll @bl 58 Lhye Al JUiaV) da s ae Al
Ypiio Mo awrlui il dlois¥ Slglilly puil) fo> go J5H QSIS 4l T00
wuiley bgele yiwly dedio gl cl) of fagei seurii boliw] o Jpdio i 4l
Kbyt goulo N il dio yo dolyilly Slpiw S I pgid) divw o pudl

109 Article L163-4 CMF: «est puni de 7 ans de prison et de 150 000 euros d’amende le fait pour toute per
sonne de contrefaire ou de falsifier une carte de paiement, de faire usage ou de tenter de faire usage, en connais
sance de cause, d’une carte contrefaite ou falsifiée, et d’accepter en connaissance de cause, de recevoir un
paiement au moyen d’une carte contrefaite ou falsifiée.»



b paal) il g gpdall e Jlariod)

4 a st oAl dadll e Gudaty JLia W) Cay jed G113 Le Jsa ¥ slall (S5 L g

Lebaun daad dllial ) slay alall S el (e cang JUiaY) dplee alaidld Jalal)
ccm\o%‘)éﬁd\y\&_\m&uhﬂ\m} cid@\}\k"_ly;suj\i}“ﬁ\wés
Aall e Lall delall Jaa o S Gadd ol aady Ladie dia ey Cilelily o sty
(Sl b giall 5 il Lg8lai das LS Adlgal <l slie adde Lajlas ol Leadis e
A Ol G gle Gagpaial Glsiall lald y Jlis ) el LS5 5e Gl 55

el e Adlaay) el sliall il giall (538 2as S8
aing 6 Glsi il of rasy femiiio s arle i) plgy) bgili yo g.L//JLa.c?/ -I»
D 0 [-49-"'-"9/:5'7‘)-.’ Lol
iy gf i s> e gy S pasdds sl domiii anle i) bgbainy digiST suili -f
caio sldiw/ ‘J;._B,/‘,o)_#/d.n.g.o b
e o gy Sy il] diio gf g ) pud o dlpdio gl of dlpiio Jlpol byl -F
I 1ii¥ Mg ad> Jlovivw slawls Spnil) diw of 5>
o adi oliel] gl uililly deslsall LS diw gf jleiwo ol Jlaeiw/ -£
Cppd) fio S/ dlglao

148 jual) day > (A -
Gl Gk, Ll b &0 @ldl cbsge re soldl &8, e
Ao all OlS)T gl celld aal Jla b casilay aua) Jhad o) daal) dls
wad A Gl el o dalall Gl 4 e galddl oSON  JulS Jian
oladl & small (Sl e gpde e A ks Cipadll Al G Lol Al

Yo



4 paal) clilall £ g pdall & Jlaaind)
Y G g eanay el il 4B e ae ;) Jadll 13 Ll ) ads

AL Ul dagmi Capeadly Gal 1 pall b dpesall Angll L

O 3) Jistie 48y day yal LSSy b o 8y 80 o a8 el JS ()5S el

il GQlually Ldlasy L L 50 5m sall ) 5a¥) (8 Ol 28Ul da 5 Aian]
o=l Lelalal

e o a5 dgjead) 48l g et ) aiud) s el oS

Jie e 058 Bl Al Lo dia sl hd sy L diles A
padd gl e Gl e sull S Jleninl axe (el OlSe B Lern S Ay
A ) Aaad) Jlesin) ane csulall 5l Jisall ailgdl o ledaia aac 5 Al
llaall o3¢y Aala dilay o JlaninV) Ll oyl e Glead s ale o )

Y glae 4y A JsY) adall hila Gopadl G g AT dal e

o el aad @l iy o paoay Al Ageas il A
daa e XU Gk Gajladl Ghje e e Jlis) o A e Aglas S
aal gl Adllall Clandl ol s may I Gse L@l WS el clily
Malse G0 Bkl dAg sk o)l L8N JWal a4 Al e

i AWy ol @l 85 Gjladl Ly ass Al Gl el e ae Ll
Ol hlie o s A peas clilad Al lea ulil 18K e i 5 il
A Sl leall e ST B e slal)

110 Les méthodes qui fonctionnent pour éviter les fraudes a la carte bancaire, Aurelien Chaumet, 26 avril
2015, http://www.pourquoimabanque.fr/eviter-fraude-carte-bancaire/



b pad) cliladl g gdal e Jlaia)

Sl Galadll Jae 30, 83k )y A il QLY el (B eSS 8 )
Aty AN Gl Jedi s dgile sleadl Calasiias g pSIY) Cilasil)l 4S) gal

Pl 5 gl



A g SN el
da g aall ol il aysbdia o cilliaSlall g clucatial)

i3 labaall 5 L sl i€l g Und a1 a3 ey i Jsall alama i off aay
Ol sy el STy

sy VLAY 5 e sheall LS aladial b asleUad S Gll bl i) sl

A ) gas A ) Cilead s Sliphai (e Lgy dagi Ly A g iSTY) A Sall ¢ 5 e

dpaddll UL Ghamy dpelaay) ClSAl alig Yl aYlaly) 4 s

LeMain) 5 Lealadin) Hhlis delatiy hlo glaall duallall A<aN e 2y ClieSs
s 3a e alpalls Gsiall dlea (el 4 gilE  dpadais Hhal 2 s

Drshl el A gl 5 4 lal s daelaii ) Aaladl Gyeda Y 1ae
Y Ao JIseY s paladl) lea ol )l Slaiy)

galddly alad) (e Uall) dma Jo AU auagl) )

alall gl (F 508 Ol O3 g el ) eaall ol s

2oV Ay J Yol dn Sy odlebadlly sladl sl laay dald)
AYVEY oo pall Congar YoOVY/V /A &l o))l Gudae e adlla) ami ol di
2y ol ) A YT A Sall iy el i) B ma Aalall o3 ae el
Salll e UAL LIS Sl dsle bl 35l dla 8 leie Luse iy of gl Y st
saaiall Ay pell GlLYIS el mddll J0 (e 58K el L) e <ol L



A g sty claadd)

Al Lae Apan )l COlalaall 3 40 IV A Sall ol o WS adiad Cinal
Awall Gl o4 dan il Jilgd) ansill e 5 lgal Jlead) dalul salyy

dla gl 8 daladl @l oyl Ay S ad)sally L hag i ¥ Al

paiuall ( ad Jelis ) ol o 50 L e W o V) i S B s
paah @sall GG e 300 b Le Abd gl B ke Ole] aad o) S eyl
Ll atini] Gl Jrend (e 2l JIa¥) gual i Aslhaall cilaiivdl 5 Ja s )l
YD e s oYl eada e s OlSe 3Y) AL D cdads X))

A5 A (gl g lny i) iy a5 gy @ L (8 G el e Sliad

g eia Glaa g Lemny g Ly Aalal) Aalail) Leal sa o (i jai 3 ) 55 S8 (AAlS
BPTP IS i FU ISP FPL ISR G P VW EXYREN R PABS A PSR EOPS Pt
Adidall 4y )oY @l Al () steall e A jal)l Slag )38 e Jegifrance adse
A e sl g 5l milia el sl 3alall o ) g 5 (5 s e 4 Canll (e a2l (R

i jlaal) G gay AU gLl alaIY) -
O Gu laigy cdaid (Bl aidly call adally Sl e il (o ey
Cioladll (n clel 3l Gamy as clgll 13 by el Al s Iy el

oo Sladai e 2l A la doslad e Aadl Glel 3 a s dgdDlee 5 dplulll
(il gl 03y aie Al el leglaill Jraall S5 610 (LA SIY) 2l SLL)

1Y4



L s claaal)

Shaxdsi o s Dlaal Jaeall (i @ilid Sl dliles VAL 1) il

4 bl Sl sl adile 5 530) o AY) e el g o s SN o g e dia 8

Laplais Jayl gum (385 i pleaal) Jard o8 sine dbal ) cpan¥) Sl (Jeddl 86 B

e lpa s s eallias (e Aagls 4813 dayl g g (Y 51) 406 )1 bl e 350l
(W) Lhladl g

A atil) Jay) gual) oY gl

Slleallyyy Glaiadl G Gipeme e aball /YO EA/ ai a1 1Al (ai
ool yad Al e ahanis Yo o /Y)Y Gl (5 IV il Il 4 el 5 200
)l

O AWy A5l A iKY 5 el davl g 4 padll Glleally Hlall sl )
tha i @3y Jaeall (e 4 yeadll o glaill bl 31 ) ddlide (o jlas (5L )
zbdl sl (Application) Gukill e A IS4 Lads ay ¥ ol -
raall Sles e paradindl 5 ySTY)
Cllb d3Uas (e el Gyeadl g Back Officed! il s Ll o -
oY) Lo el Akl 5 oyl 8l g gl
SWIFT 4us dhaul o (sf) 33 seaall Lauliill 3Lkl 1 jeas Wl 2 of -
(S obaal fn 3adial)

e dalaill s oS T e (Electronic Money) dwis ySIy) o saill Slaal sy oY
DY e JS3 sl

VY.



Ay g sly) claadl)

Internal Control) ale lasa alsi AW dssall 5l Gpaall & i -7
s sall Legal 58 o) (S o1 el 58 1 Dhalal &l ) Gaagy Jelé (System

OSar Cuny adinall A I Jladl) aUaiy Jasi e dsulae Ui Lal 05 of -£
33, sl s 5 palall O se¥1 Jysad cillesd Jslas ¢ A1 JSG oz Al

a8l Jlael ALl (Internal Audit Officer) 31 383 Jssue G off -0
Lol e 10

Lead Al Slleall Jad g ) dles pUai Lggal (56 o) -1
el Gzl A5 IV Bl U dpaial) o gl cilleny a8 ) Gl sall e 2V
(O sindly anll) Gls dSiy disadlly 5V Ayp JalS 4y 468l il )l 5 Jy sl
o phasy Clus ) 3y pe dla P opald g e ) ol Qlaall Gy
Al Gy cealbaByl 3all calay ddiwdl Ly Lile s Ligags JseY)

Lalaall AL Ala YL Wdiaie (oK i s Lale e 4lail) e Jaead) G J85 Y oF 2A

Alvua g Asy pa dnlad 48 g0 ol \27\ Jrendl Clus e Gilaglas glac) PR -9

AR



L s claaal)

Aaind I b all a6 e V) s KIY) ad il Jsdare 2Y

rdrend) s Ainall A sall (g e (5L

(s SV il ll M g salll die Alaiall Hlalaal) oy -
o) Glajn eV ble) o Lels) caal sl Lulid) clel jaY) 4 adas -
Al ol Y A g pee Q€ e elld

cadd iy i el a8 sall Jlesil -

Vi bladl dlga dA Sy S 3ol Juy il dassall (e aSU
b 13) Y] ¢ sl Alge e galadl 2 ll sy dolead) 285 e delas
Leaal L Ialaia ) A sall (e il

O sie Slo du s Allade 4 el peia s Jreadl ¢ 300 320kl duwngall alE -2
h.\.um MAJU'AA

A)Y) Loy guall oL
Apbdll Goladl a8 odlel Lo (apaidl gkl sy ) &
AUl A 50 eyl el Yl gLl dely JlE o liy
e sl allaall saa )iy clais e g3yl e dp Sy cladl) juaiEs o)
Aaly el dile AT ) Gles e Jasaill

aliag) SsIY)N yodl Aol g dle e Glaled o A8 G gad 2am Y -Y
Aalall 50y (e Ayl A8) gay V) (LeSLllL

¢ padl (e el G.J}qﬂ\ e (gl )Aiﬂ\ o scanned 4aww A -y
(o) Jaeall adgi led jelay Cusy attachment (s ASIY) ol (38 S

ARA



Ay g YY) claadl)
Al Je Gyadl e Haay Juailh dueadl e 30lall cladedl)l 3 3ed -6
3500y Jasadll eljaly aial)) e o KU Gojpadl o) 4dle G 2 adl

(8 Juaiyl dimsd oSal 13)5) ailpa) d8 e Gl Juals

G aadl A (Disaill 51 6T) s Sy ol 488l dadll dual Jla ) -0
gkl Ll

sailall sagill  jelad Cua aglea a3 e da @ Jy sal Jaeddl dBalas -1
A )l g A gall

da g phaall ol g8l ao jlda Jdo ciliadla oY

ub\ﬁ\}@‘)w@ya&\f‘;ﬁj‘&M\#bw\uhﬂ\oiﬁs.Ja_a
il el JKjlanl gan Laly glid 8 4s8liall a8 da g jhaal) ol 6l

ra by il e pdial) Ay S cSlalaall (gl ) BL Gl L Y]
elaid Juoloill clouss » b )ke slial O deal 40l ol dala & -

Lclaisd] Jfuoloil| gélso jilwy IWIHEr e oJaysilly JaceDOOK)  fio

YYY



L s claaal)

Syl 04y yo Hoogun s pfpis) ailegn (b oke il 8 ALl oy T Baldll b -

6311/ oS> blefpo 2o bgivpss e ard Lidloy JCiiy cas)pl) jpauro Lo glhy ylo
. )

Alaxiuall ¥ elail Galaia) ¢S of cang Y sall i -

Calal 4ia VY salall caol S bl ol & Sy il U cldyh sl Lo 8 Ll -

Ll V) salal) oda dparl pa s cdpinall leSladdl Jgaal ¢ 58 (e Yo u Balall e T3l e

GSialill s aai pdll O A Ga JS A agls sa LS g IVl gill Uy pa Ganat
Laay als i Lo e 9,505

SlelSladd) Jpal sl e YV E sl de ) S bl 1 e T salad) (ol -
ALl L) b dyysndl dungundl Blelyo go Lodlan Boke lehled (A Aila) Cany 5 Aiadll

dgal dgiall g Gl sall OB AlSaT ol 3 Ol Gy Vs M50 ) Ka g algall i -
Anaall 3 gaal) (& L Jsill 5 G 2l

O 2158 Bal ool Loy £) salal) dus Sy ALK dleny Gl Lo b -
Oshill 058 sl g dld Y Slexd 353e (e legle dBaladl) g Liga Tl
Slem sl dra sl sl

s IV 2 ) ddasd g asieaall 138 Jlu ) & O Sl e il a8 O Bl b -
.email-!

VY€



Ay g sly) claadl)

Gl sleall apen (el Gl Tatiie @llgin) adus can sy a3 e oF saldl i -
A5 IV il )l e ddalaall 4 gie die ) e daad o SIX Lole (a gaidll

Al e e e 13 Lo Sl Ll J)sa¥) Jysady leiadl CEN Juadll & -
sepa deshic gl Jay

Cinpal Al A5 IV A al) g0y (8 bl Lae 3580 3a LalSal ety aal H L) -
VEY salall (e £ Sall e 1Y salall b ddla) sy 4l s 515 U as b da0lS
diyby digs of o) JInii) of gl sy dicmpds pads po JSpp Soke Sliste

K dig i/

asmusally )l gllg sl Galaa B Tl @lad) @ gl g g pdiar (sl Le B s Lol
LR

G Y1 ol sl o sl g W) il e Bnseaill ASa Y1 3 iy pail) 3y -
oWl 88 Gl y bl y JSG B alic daad AR jhay g IV il (g ed 0
JSal e i SSIY) al sl Gy pad Yo) st 058 (g Yookl 2 5 Slia (Seall)
;&\ﬂ\

Une donnée sous forme ¢lectronique jointe ou liee logiquement a
d’autresdonnéesélectroniquesetservantde méthode d’authentification.
o) digpiSl) hiber Libio b o) gl igiSl i pleop e L
L ddslal) dige padis

Yo



L s claaal)

ooyt gy sY) Glad ol e daieall Yo ) £/ 0 Q8 Gl e ZEEN 5ol L
tob WS (s A ad Al
«Des données sous forme électronique qui sont jointes ou associées
logiquement a d’autres données sous forme électronique et que le
signataire utilise pour signer.
Sy g hre e dileio of dlaiipo il SCukey olilepy Ayl 4len i L ]
K gdoil] 28ol) bgoasivy igps/

r AU Gy el g (el (adgd Talii)
Lidy (bl by igpiSl] [y degimo olily o liS po g iIY) g sl
Clgale 2Bp) yac smo JSidy iei oiguiSl) [y depicno il Ldbiiog

&B A Jsdl da g il by pdll ) el s Sy o5l g 5 ke E IS
o Astiall 5 LSl g A Al Gl 8l b da g jdall da g ) Limen 13l 35 yiSTY
238 5 gAY ad il danal day )l 0S8 O cang D g8l O s ssY) Ol
1ep bl
ol s ol i Y O a8 sl Ladi e @l sl 05K O -
el ) Gl i) e Of -
dsall (Kay Gumy g I wl gl L) @lily el g osbial & 8 0 o -

B sl 48l Cini g dlle A8 4aladiul

S SUB 3aY e S daay S8 o il 1360 A8 sl Uy Ua ye 50 o -

YY1



Ay g sly) claadl)

Y sl sl Al Ll o St dadine Loy all oda il

OY s sl el gl sl laie Tan Ay )5 e Ll IS cadaialy

ol A iy ML W el e g sl 13 e o 4lE (e 5 SIY) ) lall

a3 i Y S s Y ol Adlaas o Aiiladls o sall By dlead Bles
Ledlaal el Al La o i)

a_m.u.a‘)l\u\mw\e}uﬂ\C\)ﬁ\uﬁ@\&})ﬁmﬁaAﬁdw\@‘dwe@Jy_
Jasdl 5

Shill Gagea o il @iy iy fadl dflaas Hulee A L)) il -
sl OIS ol i Al Glld ey Ja € e ) aull A o8 5 g8l Ble) ye s ddalen oo
Al iy Lo 455K s 5ot 1300 435S lSa) g Aiflaan pie ) S5 el

¢ il

VoLl faiudl e jabiall ad &l paadl Loy (355 gall A0V 8 Le VY 32l A -

LalS IS Lgilaaas Y 4 g
o aiad ) dgsedll saall glay Jaadl awaly olsal)l g (edlall Lals -
Cleadd oty dps ySIY) Cleadll mpes A O g A Iy @bl
OAs YT LAl alae 3 Sl Galaal e aldde) 3led Je Jeals aalaa

folel il shii ¥ A ad) olwd s aag YT N sl g -
Apladll dhladl S oS8 of e Al ad) bl AV aaad

YYY



A g sy claadl)
,zJé\}:mtg_Jajﬁaq;}\hj@ﬂ\gjﬁﬂuu\w\@

piilsy dypsss IS it b daSLE/ di of Aen A8a) g VA Bald) Adla S -
SS9 reigild]] pagrilicy plépilly ilSly lil] yo JS dilybossd) dLilh it dyprsily
LdaSLS 6 J5s 4l 3o

e Jaall QLSS sale (idige b ABobaall ciledd gasie Ja Yo sald) -

gy sl 598 Gadae sl alall st dslaal) Gulae @l ) 8 1Y€ saldll -
e Aea 1 (gLt dpy ) ol hobl) dusseilly Lgele poparil] Jgl) cossing Jpuo¥)
Gludal e OSaill e 3] ) 8l 8 iy o 8y alaall QIS ) a5l oaaisy Ui

Aaa) jal) dles

ikl Caline e Ul aa Wild i 5 SIY) 5kl Gheiall SEH QL ol -
psti Cadll o2 5 E-shops 45 58l Sllaw elaial) dual sl 4l 5o 5 45 5S1Y)
ol Jandl 3 Alaa (5685 () 50 Ll Lo s Leie allall oy g Lgilaine (ia ya
G oY) o il pan @dxi Y a s o Ria g Jad Aal) Jae Ll O3S Of s
A olad Sy sl Gl sal aiadall dgleal) Gladall je A 5 claall (o Lgpind
Ol Lol T8 g S Y il i sadt Congd Jual i) il g aadin g Aaild

ol < @llgindll Flan 5 o 1A Lal i) el Tl guim puaia g 5 Lgiii g8 an g IV

YYA



Ay g sly) claadl)

o Jognill Jumrs 3] ¥y Bl leia Y 5 yaall dld & ddlaa) g 0 3al) A -
5ole Adlia) g 0% Balall (e 8 AV AU 3R ARS8 «ehat/ of Siel) ik
L iailly £lad] S¥l> 5 X

Badinall dalall foalaall HASH aa (AL 455 yiSI) A g s Jo e gaill 17T 32l -
Aalad) CIaYL Adlaial) a geaill g ADle W) () 638 Lo ) ) ol 81 Caline aa ey LA B
Aalad) 33aY)

G lli i s S kel ) 3 Alals clblil aaes e Ja oV sald)
i lat Jleely glami ¥

01288 dlis 5 a9 dan e OF (S o VY Al -

(glasiii ] dio¥) 5928 Loy Aila) Cang VT salall (e 3 ¥ 58l dala -
A Sl Aalal) bl ual) w32l (pgad/ e Lguee 9o Gudnid] Spgpun] bais
ATy

cﬂlﬂcuaj‘_')}drba..g);‘)!Qiqjﬂ\w?:@)ﬁd\o@@);ﬂ\&}&ﬁu:vvBJLJ\_

Gy Gl S8y @l gl paad iy

A e TCupEY) A Lo ) sl eland dped de yd slaie) a3 da AT 3ol -
fledl wid ) el oo Loy flaslaiel s b jlacaly doaiad) dgall

Y4



A g sy claadl)

Craa aY) 1 Jan YT SalaBiYl g soladll b5 e Y dany 1AL A Bald) -
*‘a.a‘}!b.;ﬁ‘}f\ 3)\)} :\:\Aj\m

058 Aaa @l JleY Gligie gl aguall Laly ol 400l Gl aud b -
U jac Ll s Poewmy) Al Jde daal)l Jlam)y duig pi<IY) daa )
L Glie panadiy lg dadijall sl all aaad Gk e Jle ) oda g2 Cingg

sl e SY ol sy Facebook 4exiS elaayl Jual sill o) se (3lahy Led -
sBaal) n duaal gl il Lals UlSe os Facebook gise o dasall
Bl e Gling Twitter Jde ly gl e Lo 8 W Lle Glse Ll
Ak iy oF sasadll cala 8 1Y) YY) meal) Jolie L@l D L)

-

duadA

oo wdity o aild e O g yEe Al B V) Jliay) o)

Claadll daladl ShY) aa g Gl gill Galaa 50 dpaal o il (e 2y Yol
Jhaa¥ deSall Jual @y Lkl Vo A i dbls ddday dp IV
dxi gl ae Ao hladl e 350l L€ A ) Gl ey asl yall
Alsh @l i CObaill I Bt Y Ga bl Gadae I sasadl 050 (e

VY



& S dl/
Compliance



Today’s challenges in compliance

“Those who were killed two blocks away from here, from the
FED, do not care about privacy!”, this is how the General Council
and Executive Vice President, Mr. Tomas Baxter, emphasized on the
challenge of achieving effective compliance, which is as important
as many other standards in the banking industry, at the opening cere-
mony of the US MENA dialogue organized by the United Arab Banks
held at the Federal Reserve Bank of NY, in 2006, related to banking
secrecy and how deeply the issue was tackled.

In October 2017, when we attended and lectured dur-
ing the same annual occasion, those challenges changed: It is true
that the Banking Secrecy Law aims at increasing the confidence
in the Lebanese banking sector and encouraging the flow of for-
eign funds; however, it is no more a privilege for banks to enjoy,
as they are subject to abide by the Anti-Money Laundering Law.

In addition, banking secrecy is not static. As per the
Law, the Special Investigation Commission — Lebanon’s FIU
that is — has the power to lift banking secrecy in case of il-
licit deposits or when accounts of suspected people involved
in money laundering and terrorist financing are identified.
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Today’s challenges in compliance

On the other hand, as some regimes in the regional counties
might perceive Lebanon as a potential financial access point in the
global system, the Lebanese financial institutions remain always alert
to this threat, through applying sound and rigid KYCs measures that
identify sanctions evasion schemes, or cases where layers are created
for the purpose of hiding the ultimate beneficial owners as seen in
Trusts.

In its circular number 126, the Lebanese Central Bank assured
that it also “reguires banks ro be jully informed abour the laws and
7EgUIAlIONS Al SOVEITI COITESPONIent banks abroad, and o transact
business 1 accordance wilh; such laws, regularions, and procedures
adopred Oy mnternational legal organizarions or Oy e sovereign au-
Horizies 1 the correspondents fome countrzes.”

The Central Bank, in conjunction with the Association of Banks
and the Union of Arab Banks, is continuously focusing on the ap-
propriate processes to assert that local banks are compliant with the
international standards and to maintain Lebanon’s standing as a safe-
ly sound and attractive banking location in an environment that is
frequently witnessing evolving regulatory local and international re-
forms.
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Today’s challenges in compliance

In 2015, the Lebanese Parliament promulgated several laws to
enhance the AML/CFT regime in Lebanon, including the new AML/
CFT law, the law for declaring the cross border transportation of
money, and the law on the exchange of tax information. The Central
Bank of Lebanon and the SIC have also issued several circulars on the
topic.

Following all these procedures — and maybe many others to
come — the Financial Action Task Force (FATF) announced, in early
2016, that Lebanon meets all the necessary conditions for fighting
money laundering.

Lebanese banks constantly update their AML techniques and at
the same time commit to remain current on any developed schemes
which provide the appropriate tools and resources that help detect
and prevent trade-based money laundering being — as it is well known
— one of the most — if not the most — sophisticated methods to clean
money generated from criminal activities — keeping that these are
among the hardest to detect.

Lebanon, being a highly dollarized economy, is very
influenced by the US legislations and sanctions programs. The
Central Bank of Lebanon and the Lebanese banks, collectively,
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aim at not failing to comply with the regulatory requirements.
However, despite the fact that the US concerns are duly understood
and highly taken into consideration, it is however preferable for
blacklisting local banks to be communicated and coordinated
with the local Regulators prior to taking any regulatory actions.

On the other hand, it is worth underlining some important
constraints, which should be taken into consideration since, despite
all the procedures Lebanon is taking to fight money laundering and
terrorist financing, and its abiding by the international regulatory
requirements they complicate — if not obstruct — the banking
transactions that, in turn, negatively affect the Lebanese economy.

-First: The External Pressures Exerted on the Lebanese Banking
Sector and the US Sanctions

Unfortunately, the Lebanese banking sector is highly affected

by the bordering political tension exerted by the surrounding regional
countries, in addition to the prevailing economic instability.
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Moreover, in December 2015, President Obama signed
the Hezbollah International Financing Prevention Act of 2015
(HIFPA) that seeks to drastically cut back Hezbollah’s ability to
conduct business and utilize the international banking system,
besides having now a draft bill seeking to increase sanctions on
Hezbollah, its funders, supporters, related institutions and allies.

This Act pressures the Lebanese banks as the law throws
responsibility on them for not deliberately facilitating and carrying
out financial transactions for Hezbollah.

In addition, the recent moves to expand the sanctions on
Hezbollah have increased the fear that any related regulatory pressure
imposed by President Trump’s Cabinet would cause further damage
to the banking sector especially if correspondent banks decide not to
carry out business transactions with the Lebanese banks if classified
as risky.

The U.S. government assured that it is Hezbollah who is being

targeted, and not the Lebanese banks or Lebanon will relieve banks
from their concerns.
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The Lebanese financial sector needs, in this manner, to be
extremely cautious as far as deposits and loans are concerned;
additional strictness in applying KYC and Enhanced Due Diligence
procedures will be continuously required. That it without taking into
consideration the difficulties accompanied with the implementation
process as Hezbollah plays a significant role in Lebanon, given its
medical, educational and social institutions that spread amongst the
Shiite community, also the complexities of identifying relatives and
associates besides the political supporters.

The Lebanese Banks would neither want to risk nor to jeopar-
dize their business relationships with their US correspondents; lately,
they are bearing the burden of increased queries and investigations
due to HIFPA.

In addition, the extent of information shared by the US Finan-
cial Intelligence with Lebanese counterparts is not clear so far.
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- Second: The Syrian Refugees issue

The official Syrian refugee population in Lebanon, according to
the U.N. refugee agency, UNHCR, reached over 1.1 million in 2017.
Set aside the social responsibility, unemployment rate in Lebanon is
massively increasing as Syrian refugees are competing with the Leba-
nese laborers through carrying out non-skilled labor at significantly
lower wages, which in turn is making job creation a rigorous problem
on the economy.

- Third, which is the most important to consider, is ISIS

Counter-ISIS financing is a new challenge that both the Leba-
nese and the international banking sectors are equally encountering.
The Lebanese financial sectors, collectively, are creating multiple
lines of defense that aim at forbidding ISIS from having access to
their products and services. This is achieved by including as main
pillars in their compliance programs not only the local AML require-
ments but also the international standards set by FATF, Basel Com-
mittee, Wolfsberg Group and many others international organizations
such as the World Bank and the International Monetary Fund (IMF).
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While applying an effective AML/CFT regime, still, the Arab
and Lebanese Banks are facing major challenges especially according
to U.S. government information, as of December 31, 2014, and until
2017, that, at least 30,000 foreign jihadists from more than 90 coun-
tries have left their home countries to travel to Syria and Iraq to join
ISIS.

Along with all political and economic issues the banking sector
has been facing, the rise of new technologies has caused the emer-
gence of new problems related to cyber security. In this regard, and
due to the fact that all new transactions and databases are managed
and saved in virtual electronic spaces, hackers are creating programs
that causes a threat to the safety of all accounts, sorted information
and activities.

In fact, and as of the beginning of 2016, more than 4000
ransom ware attacks have been occurring everyday along with
many successful cyber-attacks on clients’ accounts and databases.

Taking all this into account and considering all the givens
in Lebanon and the surrounding region, the United States would
play an important role in the area by being more aware and
attentive of the geographic battlefield against ISIS that is being
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undergone at the Lebanese-Syrian cross borders as well for other
terrorist groups.

However, the questions that still needs to be answered in order
for the USA to give an effective contribution in the AML/CFT regime
are on one hand the radical measures that the USA could take to curb
ISIS’ and other terrorist groups’ lines of “susiness and auto financing
sources’, and on the other hand the readiness of the USA to provide
the Lebanese authorities with ISIS black lists knowing that the US
security agencies now probably possess the names of foreign fighters.
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Banking ISIS: How can banks contribute in
global security?

Listed as the world’s best funded terrorist group, the Financial
Action Task Force (FATF) recently identified five primary sources of
ISIS funding in order of magnitude: “/7/ //iciz proceedss jrom occupa-
Lion of lerritory, such as bank looiing, exioriion, control of oil jields
and refineries, and robbery of economic assers and illicit laxation of
goodls and cash that transit lerritory where [S1S operates, (2) Kiadnap-
pIng Jor ransom, (3) donarions mcluding oy or mrough non-proji’
organizations, (4) material Support Such as support associared wits
Jorezon terrorist jighters (F7Fs) and (3) fundraising through noderzn

communication nemworks.” M

International efforts have been put in order to understand the
revenue sources and financial activities of ISIS. Research is still on-
going to fill any remaining gaps in this field, for purposes of attacking
its financial foundations.

How is the banking of ISIS operating?''?

Providing financial services to ISIS via the banking system oc-
curs through several scenarios.

111 FATF report, February 2015 - “Financing of the Terrorist Organisation Islamic State in Iraq and the
Levant (ISIL)” -www.fatf-gafi.org/media/fatf/documents/reports/Financing-of-the-terrorist-organisa
tion-ISIL.pdf

112 Christine Duhaime: t, 29/9/2014. http://www.antimoneylaunderinglaw.com/2014/09/islamic-state-
who-finances-isis-and-bank-risk-factors-for-terrorist-financing.html



Banking ISIS

Foreign donations and monetary transactions which rep-
resent an important source of revenue for ISIS are usually con-
ducted by international donors, in addition to rich Arabs who
have access to the international financial system. For these do-
nors, banks and financial institutions constitute the chan-
nels through which they can provide their monetary support.

Labeled as VIP clients given their large amounts of personal
wealth, and despite posing a high risk for financial crime, many banks
treat such customers with preferential conditions in terms of iden-
tity verification, overlooking transaction monitoring and anti-money
laundering reporting.

A recent report by the US Treasury reveals that the largest
amounts of private donations to ISIS originate from the Gulf region,
Kuwait and Qatar in particular'’®>. Payments of millions of dollars in
cash and via wire transfers are being transferred to ISIS, with some in-
dividual transactions reaching up to $2 million''*. Yet somehow these
operations manage to flow through the financial system unchecked.

The report cites the example of the Qatari authorities fil-
ing who only one suspicious transaction report under anti-money

113 Paul Cochrane: Islamic State — a model of modern terrorist financing, http://www.moneylaun-dering
bulletin.com/terroristfinancing/islamic-state--a-model-of-modern-terrorist-financing-105793htmandht
tp://backinbeirut.blogspot.com/2015/03/islamic-state-model-of-modern-terrorist.html

114 A sum allegedly transferred by a fundraiser known as Tariq Al Tunisi for ISIS from Qatar in one transaction
alone.



Banking ISIS

laundering laws for the whole country, which was not related to any
funds being transferred to ISIS'>.

On another level, ISIS’ own access to the international
financial network and banking system has helped it access fund
scan be utilized to conduct international transactions. This enables
the receiving and sending of funds abroad to finance its activities.

Foreigners who join ISIS keep their debit cards and value
added cards linked to bank accounts in their home countries, and
use those cards when they arrive overseas. This constitutes not
only a violation of terrorist financing laws, but an abuse to the
banking services these foreigners are being offered as citizens.

Banking services which involve no human-to-human interaction,
such as ATM networks, contribute indirectly in providing financial
services to ISIS members in Syria and Iraq. In the absence of any
human monitoring or assessment from the banks which funds are
being transferred, terrorists from Western countries use the ATMs to
withdraw money from their accounts.

Fake bank accounts are another way through which ISIS
accesses the banking system. Providing family members of their
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115 Christine Duhaime: Islamic State — ISIS funded by sales of oil, captured women and taxes Christians
must pay to stay alive; and how banks are used to finance terrorist, 29/9/2014. http://www.antimoney
launderinglaw.com/2014/09/islamic-state-who-finances-isis-and-bank-risk-factors-for-terrorist-financ
ing.html
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leaders with numerous fake IDs and passports, these documents are
used for travel and to open and use foreign bank accounts. These
accounts are used to transfer vast sums of money to other jurisdictions
in the world.

In Turkey for example, according to certain reports, cash
funds are used to establish new businesses and commercial
activities with banks. This enables ISIS to access financial
institutions in Europe and the rest of the world, an activity that is
difficult from Syria or Iraq due to the significant sanctions in place.

Additionally, non-profit organizations (NPOs) — charities and
NGOs — are a further area of concern as possible conduits of money
to ISIS.

Finally, money laundering constitutes another mean of terrorist
financing. Funds deriving from illicit industries such as human
trafficking and the weapons trade are laundered through offshore
companies and then deposited in bank accounts to gain access to the
international financial system.



Banking ISIS
Consequences

Some consider the success of ISIS in infiltrating the banking
system and receiving funds through conventional financial networks
due to the insufficient effectiveness of the current global AML/CTF
regimes.

Nevertheless, regulations or legislations are mere wordings and
prose if not appropriately implemented by banks, monetary institu-
tions and regulators.

Developing new AML/CTF strategies to tackle the current fi-
nance of ISIS is certainly a pressing necessity, highlighted by the re-
cent FATF report (February 2015). However one cannot overlook the
responsibility of some banks which by not complying with the present
counter-terrorist laws offer ISIS access to the international financial
system.

While it is almost unthinkable that banks could be com-
plicit in enabling terrorist acts, past and current events prove
that by ignoring the rules of regulatory compliance regard-
ing AML and terrorist financing, some banks had sunk into
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the nihilism of profit-chasing and sadly are partners in ter-
rorist, contributing in destabilizing international security.

In the USA, such banking behavior has led some families of
soldiers who died in terrorist-related combat to file lawsuits under the
US Anti-Terrorist Act against some banks''®, accusing them of help-
ing to fund the terrorists.

The US laws targeting terrorist such as the US Anti-Terrorist
Act and the US Patriot Act are extraterritorial legislation. This makes
it possible to target foreign banks that are providing services to orga-
nizations which the USA classifies as terrorists, even if the countries
where the banks are operating the same organizations are not consid-
ered as terrorists.

Becoming a primary target for lawsuits and sanctions, banks fear-
ing reputational damage risks are following a de-risking procedure''”’,
choosingnottoprovidebankingservicestocertainclientssuchascharities
whoneed donations, or certain Third World countries whoneed access to
the international financial system to support their economic growth'',

116 The six banks accused were Barclays, Credit Suisse, HSBC, Standard Chartered and the Royal Bank of
Scotland.
117 For further readings: Dr. Paul Morcos, “Building US-MENA Correspondent Banking Relationships with an
Effective AML/CFT Program, ABL magazine, issue no. 11, November 2014, p.53.
118 Shane Croucher, “Western Banks, Terrorist and Isis: The Nihilism of Dark Finance Fuelling Global In
security”, the International Business Times, 13/11/2014, published on http://www.ibtimes.co.uk/
western-banks-terrorist-isis-nihilism-dark-finance-fuelling-global-insecurity-1474508



Banking ISIS

Offering support to terrorist financing as well as following de-
risking procedures have negative impacts on the banking industry.

Alternatively, compliance, due diligence, moni-
toring and reporting should be the prevailing core val-
ues 1in the banking business to avoid terrorist financing.

Exposedtoheavy sanctions, banks are learning that the amount of
profit attained by avoiding compliance is likely to be paid several times
over in liability cost for compliance failures. This has recently been
illustrated by bank BNP Paribas which deprived its employees of the
traditional  end-of-year bonus to be able to cov-
er the sanctions imposed by the US authorities in 2014.

Solutions
Terrorist financing, or providing any sort of financial services
whether on purpose or even unwittingly, has a negative impact on the

integrity of the global financial system and threatens international
security.
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While it is considered extremely challenging to stop the flow of
money for ISIS, it is however possible to block some of its funding
channels.

Imposing traditional AML laws serves as the simplest yet most
effective solution to restricting ISIS finance, given that a significant
portion of their money is being processed via the international banking
system.

Other analysis believes the traditional Western anti-terrorist and
money laundering legislation cannot tackle ISIS because it operates
a closed, cash-only economy in what Loretta Napoleoni, an expert on
terrorist financing, has termed the privatization of terrorist.

Domestic monitoring by financial institutions and money
services businesses in the West is critical to detecting and preventing
domestic terrorist financing. Due diligence plays a key role to ensure
that banks do not violate sanctions and counter-terrorist laws by
banking staff and entities dealing with terrorist funds.



Banking ISIS

On a public level, governments, especially in the Middle East,
are required to fully implement international obligations in order
to prevent terrorist financing. This includes the FATF standards to
combat terrorist financing and prevent ISIS from further accessing
the international financial system.

Public institutions also play a role in advocating on the
importance of regulatory compliance and imposing more sanctions
against financial institutions for not complying with terrorist financing
laws. This paves the way for public-private partnerships in order to
create counter-terrorist financing compliance regimes that are actually
effective.

To help restrict ISIS’ access to the international financial
system, the Government of Iraq issued national directives to its banks
to prevent wire transfers to and from bank branches in territory where
ISIS operates.

The United Arab Emirates also started cutting off finance
to groups it classifies as terrorists, among which figures ISIS,
in an attempt to reinforce anti-money laundering regulations.
Emirati banks have been banned from providing financial
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services to terrorist groups and the country’s central bank
achieved powers to freeze suspect accounts for up to seven days.

On an international level, the UN Security Council, acting under
Chapter VII of the UN Charter issued a resolution which condemned
any engagement in direct or indirect trade, with terrorist groups, and
reiterated that “swc/ engagemens would constitute supporr for suc/
marviduals, groups, undertakings and entiries and may lead 1o firther
/iszines” by the relevant Sanctions Commuittee.

Clause 23 of the resolution states that the Security Council
“Urges Member States lo lake sleps lo ensure tharl Jinancial
msuntions within therr lerritory prevent [S/L, ANF or other
marviduals, groups, wnderfakings or enlivies assoclared wilh
Al-Qaida  from accessing the mnternational jinancial Ssystens’.

Conclusion
The fight against ISIS, on the financial and other levels, is a long

term endeavor. But understanding how ISIS operates is important to
denying it revenue and limiting its ability to make use of its funds.
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Banking ISIS
Banks have yet to take a clear position and corrective actions in
order to fix the damage that could have been made by ISIS accessing

the financial system.

This should once more prove that banks do not only have power
over the world on a monetary level, but also on a security level.
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Building US-MENA correspondent banking
relationships within an effective AML/CFT program

Compliance plays a crucial role in today’s banking industry.
AML and CFT are two major components of modern banking.
Same rules apply on correspondent banking relationship.

xkh%

The US PATRIOT Act defines correspondent banking as
“any account established for a foreign financial institution to
receive deposits from, or to make payments or other disbursements
on behalf of, the financial institution, or to handle other financial
transaction related to such foreign financial institution”.

However, correspondent banking doesn’t have to be of
international level only. On a local level, in terms of correspondent
banking relationships, small banks rely on larger global banks to
provide certain services such as processing, clearing and financing
that they may not be able to do as efficiently by themselves.

Correspondent banking 1is vital for international trade
and finance, therefore any inadequate anti-money laundering
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US-MENA correspondent banking relationships

standards or insufficient regulatory supervision of correspondent
banking activities or sanction violations connected through
corresponded accounts, can lead to catastrophic consequences:
terrorist groups which utilize money laundering activities and
organized crime to move and generate funds, for which the
banks constitute a channel, are the sad evidence of this fact.

This fact has led to international collaboration, in addition to a
specific American effort, in order to set the legal base to neutralize any
abusive use of the banking services for means that do not correlate with
the ethics of the banking profession.The updated recommendations
of the Financial Action Task Force (FATF), the Basel Committee on
Banking Supervision’s Due Diligence, and the International Financial
Corporation’s (IFC) “Correspondent Account KYC Toolkit”, the
Wolfsberg Anti-Money Laundering Principle for Correspondent
Banking, and the Clearing House “Guidelines for Counter Money
Laundering Policies and Procedures in Correspondent Banking”, the
Federal Financial institutions Examination Council’s BSA/AML and
legislation, including the Patriot Act, are key regulations for AML/
CFT in terms of correspondent banking.

These regulations have led many banks in the MENA
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region to enhance their procedures for correspondent bank
relationships and their ongoing due diligence by monitoring
certain accounts in order to avoid falling in the trap of
becoming a channel for money laundering or terrorist financing.

The series of actions and measures to adopt in terms of
correspondent banking are based on the aforementioned regulations.
They consist basically of two important principles: due diligence and
monitoring.

Due Diligence

Account Due Diligence requires the bank to assess the risk
of the jurisdiction in which the correspondent banking customer is
operating, to assess the correspondent bank’s AML/CFT compliance
program, and its history of regulatory compliance. The importance of
Due Diligence in matters of AML/CFT makes it an ongoing activity
which requires the periodic update of customers’ files.

The bank can rely on specific risk indicators to determine the

due diligence of a correspondent banking client. These indicators
include the Client’s Geographic Risk (if the client is a citizen of a
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jurisdiction renowned for its inadequate AML/CFT standards or
insufficient regulatory supervision), the Branches, Subsidiaries and
Affiliates of Correspondent Banking Clients (considering the rela-
tionship between the Correspondent Banking Client and its head-
quarters and level of control by the latter over it which may in-
clude due diligence requirements), the management structure
of the correspondent banking client, the type of business it con-
ducts, its customer base, its regulatory status and history, etc.

Section 312 of the USA PATRIOT Act requires that the Ameri-
can financial institutions perform due diligence and, in some cases,
enhanced due diligence regarding correspondent accounts established
or maintained for foreign financial institutions and private banking
accounts established or maintained for non-U.S. persons. According
to the Wolfsberg Principles, enhanced due diligence is to be applied
by institutions to Correspondent Banking Clients which present great-
er risks.

American financial institutions concerned by the due dili-
gence provisions are banking institutions; securities broker-deal-
ers; futures commission merchants and introducing brokers in
commodities; and mutual funds. As for foreign financial institu-
tions which these provisions target, they mainly include a foreign
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bank; a foreign branch of a U.S. bank; a business organized under
a foreign law that, if it were located in the United States, would
be a securities broker-dealer, futures commission merchant, in-
troducing broker in commodities, or a mutual fund; and a mon-
ey transmitter or currency exchanger organized under foreign law.

Due diligence requires establishing a program that in-
cludes appropriate, specific, risk-based policies, in order to de-
tect and report any suspected money laundering activity con-
duced through or involving any correspondent account established,
maintained, administered, or managed in the United States.

Monitoring

On the other hand, account monitoring requires the ongoing
surveillance and analysis of the volume of activity flowing through the
account, as well as evaluation, such as of politically exposed persons
(PEPS), and the detection of nesting activities in order to report it
to competent authorities. Nested accounts are the type of accounts
through which a foreign financial institution gains access to the U.S.
financial system by operating through a U.S. correspondent account
belonging to another financial institution.
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Monitoringrequirestheimplementationofpoliciesandprocedures
in order to detect and investigate any unusual or suspicious activity and
thenreportitaspertherequirements ofapplicable law ofthe jurisdiction
in which the bank exists. Such policies should include an insight on what
is considered to be unusual or suspicious and support it with examples.

In addition, the policies and procedures should include
appropriate monitoring of the Correspondent Bank’s activity and
due diligence results such as customer risk rating and other factors
that are valuable in the assessment of transaction activity risk.

The relationship between due diligence information and
transaction monitoring is a continuous activity that lives throughout the
Correspondent Bank relationship and apply to both the correspondent
and any related “suspect” activity. This is commonly referred to as the
feedback loop.

Conclusion
Compliance isn’t as easy as it may sound: it is an arduous

process that the bank has to adopt out of its interests but also for
the sake of avoiding any potential sanctions. Therefore, some
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banks are turning away from correspondent accounts and this is leading
them to decline transactions and close relationships due to compliance
concerns. U.S. banking giant, J.P. Morgan stopped soliciting new
correspondent-banking operations and declined new clients while re-
viewing internal controls and clients for detecting any potential risks.

Some banks are even expressing their criticism to this process
of certain changes they should operate to comply with the new regu-
lations regarding correspondent banking particularly because it coin-
cides with other regulatory implementations such as FATCA, Foreign
Corrupt Practices Act, Single Euro Payments Area regulations and
Dodd—Frank Wall Street Reform and Consumer Protection Act.

MENA banks are the most affected by this, given the terrorism
threat that the region is facing.

In addition, compliance can be expensive, which is another rea-
son why some banks are closing correspondent accounts. According
to the International Chamber of Commerce, 68% of respondents de-
cline transactions, and nearly a third (31%) closed down correspon-
dent account relationships over growing compliance costs in 2013.
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However the attitude of boycotting correspondent relationships
to stay on the safe side of compliance can affect the banking concept
at its core, as it has a significant impact on the ability of smaller play-
ers to provide international services (such as trade and export finance)
for their clients.

Despite criticism, no one can deny that effective compliance
regulations regarding AML/CFT are beneficial on the long term in
securing the international banking systems and the global monetary
systems.
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Stress testing and capital planning for a
better performance of the banking sector

The banking industry in Lebanon as well as abroad is
continuously being challenged with the unexpected and the evolving
regulatory reforms that are being proposed — or more precisely —
sometimes imposed on them whether locally or internationally.

In addition to the economic instability in Lebanon, the political
tension that 1s surrounding us from all borders cannot be overseen or
disregarded as it is also affecting our banking industry.

Banks are constantly advised to be more diligent regarding
offering any banking services to any entities characterized
as terrorist groups. Such banking behavior goes beyond risks
banks usually encounter and qualifies as direct infringement of
international and local regulations concerning terrorist financing.

To avoid such situations, Lebanese banks prove their soundness
especially during critical times. Stress testing constitutes one vital
method that regulators use in their assessment to know to which extent
banks are vulnerable to the various types of risks.
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Stress testing

The concept of stress testing was initiated first in 2010 when
the Obama administration attempted to prevent the recurrence of the
events that caused the 2008 financial crisis, which affected banks all
over the world.

However, before the financial crisis, the financial authorities in
the United States previewed a scenario to stress testing for financial
instittions. The Credit Rating Agency Reform Act passed in 2006 re-
quired credit rating agencies (CRAs) to register with the SEC and sub-
mit reports. Certain proposed amendments to SEC rules attempted to
address concerns raised regarding CRAs following the financial crisis,
but it wasn’t until the Dodd-Frank Act was passed that this subject was
dealt with in depth by implementing changes in the financial system
that affected the oversight and supervision of financial institutions.

The innovation in the Dodd-Frank Act, is that it created a new
agency responsible for implementing and enforcing compliance with
consumer financial laws, introduced more stringent regulatory capital
requirements, implemented changes to corporate governance and ex-
ecutive compensation practices, incorporated the Volcker Rule''?, and
effected changes in the securitization market.

AR

119 A federal regulation that prohibits banks from conducting certain investment activities with their own
accounts, and limits their ownership of and relationship with hedge funds and private equity funds, also
called covered funds. The Volcker Rule’s purpose is to prevent banks from making certain types of
speculative investments that contributed to the 2008 financial crisis.www.investopedia.com



Stress testing

On another hand, the Basel III accord of 2010 addressed the
existing deficiencies in the financial regulations which followed the
2008 financial crisis. It aims at strengthening the capital requirement
for banks by increasing bank liquidity and decreasing bank leverage.

Principles of the Stress Tests

In financial terminology, a stress test is an analysis or simulation
designed to determine the ability of a given financial instrument or
financial institution to deal with an economic crisis.

Stress testing has recently become a practical tool, which
assists banks in detecting their viability under traumatic economic
conditions, to help them take the necessary preventive actions that
help improve their resilience. Stress testing is also a tool which further
allows banks to analyze the impact of adverse financial conditions
and thus implement the necessary risk management measures in their
capital planning.

As a supervisory tool, stress helps assess not only whether

banks hold enough capital, but also whether banks are able to
rapidly and accurately determine their risk exposures, which is
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an essential element of effective risk management.

Stress tests add a more forward-looking perspective to standard
capital ratios and are more oriented toward protection against tail
risks.

In addition, stress tests seek to ensure that banks have enough
funds and resources to offer loans even under highly difficult
circumstances.

The comparative approach which stress tests use, consisting
in looking horizontally across banks rather than at a single bank in
isolation, helps promote more-consistent supervisory standards.
Such approach also provides valuable systemic information by
revealing how significant economic or financial shocks would
affect the largest banks collectively as well as individually.

Stress testing in principle helps tackle the main domestic
risks to financial stability caused by the banking operations.

However, over the years, considerable improvements — in
both data and models — have been employed, thus, increasing
the efficiency of the stress tests banks had to carry out.
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Each year, new and improved principles of the stress tests’
substance and procedures are being introduced, and accordingly,
enhancements in the capital plans would continuously follow.

Banks, nevertheless, have a challenging mission as it
is becoming very crucial for them to define their risks and
consequently set their capital plans to avoid any deficiencies.
To fulfill this mission strategically, however, they need to pass the
stress tests not only quantitatively but also qualitatively —banks need to
conduct a quantitative measurement of their capital standing in parallel
with a qualitative measurement of their capital planning procedures.

How does stress testing help the Lebanese banking sector?

Stress testing helps assess the resilience of the Lebanese
banking system to the deterioration in global economic
conditions and the increasing local and regional political tension.

Regular stress testing of the Lebanese banking system
should be introduced to assess its each bank’s -capital
adequacy. However this should not be based only on individual
initiatives, as the Central Bank 1s invited to set a framework
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Stress testing
for annual and concurrent stress tests for the Lebanese banks.

Banks can evaluate their risks once they are capable of
identifying and understanding them. In this manner, they would be able
to consider and act upon the appropriate capital planning procedures
and management decisions to protect them from any possible losses
resulting from their activities. Hence i1s quantitative assessment.

The qualitative assessment of these procedures, on the other hand,
isvery essential and mustbe addressed continuously despite the fact that
banks have significantly improved their risk measurement techniques
and analysis. The key aspect to the evolving regulatory reforms is
for banks to effectively evaluate their capital planning processes and
adequacy by utilizing both the quantitative and qualitative analysis.

Today, with the developing regulatory expectations,
banks need to hone their stress testing practices to meet — or
even go beyond — the requirements. They would need more
time to analyze and review the outcomes of the stress tests.
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The process and the outcome of the stress tests should form an
integral part of the overall governance and risk management culture
of banks with the ultimate goal of promoting financial stability.

Different areas of focus

While Basel I and Basel II accords focus primarily on the
level of bank loss reserves that banks are required to hold, Ba-
sel III focuses on the risk of a run on the bank by requiring vary-
ing levels of reserves for different forms of bank deposits and
other borrowings. What does it mean? It means that Basel III
does not, for its big part, supersede the guidelines known as Ba-
sel I and Basel II but rather it will work alongside with them.

As far as capital requirement is concerned, Basel III rule
from 2010 necessitated that banks hold 4.5% of common equi-
ty of risk-weighted assets - up from the 2% required in Basel II.

Basel III i1s supposed to strengthen the bank capital re-
quirements by increasing liquidity and decreasing leverage.
In Lebanon, the decision number 9957 of July 21, 2008, re-
lating to the assessment of bank capital adequacy, issued by
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the governor of Banque du Liban followed by circular number
119 of the same date, stipulates in article 2 II 2-b that each bank
should identify the future capital requirements in light of the “/e-
Sulls of the stress rest thar the bank s bound rfo carry oul i or-
der lo evaluate IIs curren’ capiial Sensiivity and IS capacity
lo Jace exceplional bur likely evenls in the joreseealle juture .
This circular inspired by Basel II also requires studying future risks.

Conclusion

The 2008 financial crisis was a proof of how a certain
risk or combination of several risks might affect the banking sys-
tem as a whole-not just individual banking or financial insti-
tutions. Therefore stress testing has proven itself very useful
for better monitoring and evaluating potential systemic risk.

The disclosures of stress test results help promote transparency
by providing the public consistent and comparable information about
banks’ financial conditions. In Europe, over 36 banks failed the stress
test, therefore and despite the certain level of stability the Lebanese
banking sector enjoys, there is a pressing need to improve and mod-
ernize our legislation to match the international standards and secure
our banks from any risks or failures.
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The Mindset of financial investigations,
an “QOut of the Box” approach

Banks and financial institutions as part of their compliance
duties perform investigations of financial transactions that are
suspected to involve money laundering, fraud, and corruption as well
as other categories of financial crimes.

Therefore, they invest in human resources and management
information systems to assist in the identification of unusual
transactions and suspected criminal activity for the purpose of
protecting the community and the soundness of the institutions.

FATF Definition

The Financial Action Task Force (FATF) defines the term
financial investigation as an inquiry into the financial affairs related
to criminal conduct. The major goal of a financial investigation is
to identify and document the movement of money during the course
of criminal activity. The link between the origins of the money,
beneficiaries, when the money is received and where it is stored or
deposited can provide information about and proof of criminal activity.
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The Mindset of financial investigations
Overview

In the current practice, financial investigators collect and
analyze all available information with a view towards identifying
a suspicious activity. Money launderers and criminals usually like
to maintain some degree of control over their assets, and as a result
leave trails or indicia that can be followed and traced to identify any
potential evidence of financial crime.

An Investigative Mindset

Most commonly, the AML compliance investigation follows
a straight-forward set of procedures initiated by reviewing the
transactions; investigating the beneficial owners and associated
parties; and developing an assessment of alerted transactions.

Maintaining an out-of-the-box investigative mindset can boost
the investigation process towards determining the nature of the
transactions reviewed, the direction in which the research should be
taken, and the transactions and parties that require additional review.

Y14



The Mindset of financial investigations

Oftentimes, the AML compliance investigation requires
compiling information from numerous alerts and transactions,
identifying patterns of complex behaviors mainly used to layer
the criminal proceeds, and analyzing those patterns and alerts.

The final decision of an AML investigation is frequently
seen in the filing a Suspicious Transaction Report (STR) of a cer-
tain type of transaction or a group of individuals or entities.

Investigative Techniques

Reviewing customer information and transactions is an es-
sential process of a compliance program. As criminals and money
launderers are constantly looking towards finding new gates to laun-
der their criminal proceeds, in parallel, banks and financial insti-
tutions are obliged to review and enhance their investigative tech-
niques towards a combined preventive and detective approach.

While there are no standard processes, however, all in-
vestigation processes start by addressing the following:
1.The patterns in the transaction activity,
2.The ultimate source and destination of the funds,
3.The occurrence of any unusual transactions,

4.The level of suspicions.
2



The Mindset of financial investigations

Whether the investigator follows a primitive or a risk-based
approach, still the availability and accuracy of the following factors
need to be satisfied:

Customer Information — Know your Customer (KYC) back-
ground and business or banking activities, including but not limited
to: name, address, occupation or industry, entity type and income.

Account and Transaction Data — to understand the nature of the
account, as well as the identities of individuals or entities that have
access to, influence over or an interest in the account. For exam-
ple: Account type, date opened, average account activity, related ac-
counts, authorized signatories and beneficial owners, beneficiary, and
intermediary details and transaction type (wire, cash, check, etc.).

Nowadays many institutions are turning toward advanced sta-
tistical modeling and other techniques to optimize their AML sys-
tems, still alert thresholds continue to be set at main approach to the
identification of suspicious activity. Consequently, AML investiga-
tors are still required to review large numbers of alerts to identify

actual suspicious activity'%.
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The Mindset of financial investigations

The AML investigator’s purpose is to evaluate these transac-
tions in context, considering the customer’s previous activity, any red
flags related to the customer or transactions that may indicate suspi-
cious activity, and any institutional controls that may be in place.

AML Investigation Challenges

Investigators roughly encounter and experience potential
challenges that rise during the investigation process, amongst them
we site the following:
False Positive Alerts — Leading to significant monitoring cost.
Applying a Risk-Based Investigation Approach — Helps to focus
the efforts and resources of staff on what poses a higher money
laundering risk.
Investigation Rationale Standards — Demonstrating the profound

knowledge of the case and the description of all the fundamentals that
led the investigator to the decision taken.
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The Mindset of financial investigations

Know When to End the Investigation — To take the appropriate
decision, whether to close the case or to file an STR.

Documentation — Proper audit trail of the AML investigation
process needs to be maintained. The documentation should reflect the
analysis, documents obtained — including invoices — and the results of
the investigation.

Know The Transaction Type — The investigator should have a clear
view of every transaction type investigated. For complicated cases,
investigators may rely on professionals within the institution such
as legal compliance officers and lawyers or the expertise of business
owners such as trade finance and investment professionals.

Identification of The Beneficial Owner — Beneficial ownership is a
key concept in the financial crime field. Most sophisticated financial
crime schemes will take advantage of one or more mechanisms and
structures to conceal the perpetrator’s beneficial ownership of criminal
proceeds, such as shell companies, nominees, fronts and trusts.
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The Mindset of financial investigations

Investigation Case Management — That helps to track, detect
patterns and manage suspicious cases more efficiently.

Escalation Rules — Setting proper and timely escalation rules between
investigation levels enhances the decision process and provide proper
documentation.

Investigation Review — The application of a four eyes principal
ensures that every case follows precisely the investigation rules and
procedures.

Quality Control — Investigating quality of the AML cases by an
independent team, such as Internal Auditors. All quality reviews
need to be quantitative, as well as, qualitative with the information
available to report trends and observations.

Detailed Investigation Audit Trail — That satisfies the regulator’s
requirements, including a clear view of all the investigation phases
and decisions.

Key Performance Indicators (KPIs) & Management
Information Report — Used to gain insight into the effectiveness
of the deployed monitoring system, such as: Total monthly
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The Mindset of financial investigations

hits per AML selection criteria; number of hits eliminated per
investigation level; total hits per customer geographical area;
average number of daily AML hits; monthly reports on number of
hits per selection criteria category and percentage of evolution
from month to month; average time dedicated for closing an AML
case per investigation level. KPIs can help analyze historical
data and allow for pattern recognition and forecasting — which
can be utilized in the areas of alert management and planning.

Meta-Alerting'!

A well-designed transaction monitoring system helps support
the efforts to combat money laundering and terrorist financing by
identifying unusual or suspicious activity that must be reported to
regulatory authorities, and aids law enforcement in tracking and pros-
ecuting criminals.

More than 10 years ago, automated transaction monitor-
ing became standard in the industry, and while technology and
business have advanced significantly, the technology behind
transaction monitoring has not made corresponding advances.

Therefore, a new technique is emerging in the AML
monitoring space known as the multi-stage/multi-event
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The Mindset of financial investigations

“identification” or “Meta-Alerting”, taking a step beyond
conventional transaction monitoring to consider a broader context.

It evaluates each alert generated by systems based on standard
typologies as an “event”, which in combination with events from
other monitoring systems’ (e.g. fraud, sanctions screening) higher-
level analyses, and both mitigating and impairing factors, generates a
case for review.

The central mechanism behind meta-alerting analyzes a series
of events and contextual factors to identify sets of information and
evaluate risk. Events may originate from manual referrals, traditional
transaction- monitoring alerts from fraud or AML systems and
other contextual factors, such as Politically Exposed Person (PEP)
information, customer-risk ratings and prior events.

This contextual analysis provides a significant move
forward from traditional transaction monitoring as it can widen
the range of activity analyzed and enable lower thresholds
and fewer alters by utilizing the context in which the activity
occurs to better manage the output and reduce false positives.
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The Mindset of financial investigations

Further, the information sets may include both current and
previous events that individually may not have been suspicious, but
when examined within the context of a larger picture warrant further
investigation. Key concepts related to this technique include:

Correlative analysis — examines correlations between events and
contextual factors, considering both negative and positive correlations
to identify combinations that indicate an increased or a decreased risk
of money laundering.

Link analysis — identifies links among transactions, accounts
and customers using combinations of activity-based (e.g.
transfers between accounts) and non-activity-based (e.g. common
beneficial ownership) factors that can serve both to link related
events and to evaluate typologies at multiple focal entity levels.

Bundling — groups together sets of related events and contextual
factors, based on the focal entity involved (e.g. transaction, account,
customer, multi-customer entity) and the associated risk to present a
broader contextual case for investigation.
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The Mindset of financial investigations

Scoring — analyzes multiple risk factors, including typology risk (e.g.
structuring), contextual risk (e.g. customer risk) and relationship risk
(e.g. inherited risk from related focal entities) to build an associated
risk score for each case to enable investigative prioritization.

Feedback — imports data from different feedback mechanisms (e.g.
previous investigations) to continually improve the system’s risk
picture.

In essence, meta-alerting shifts aspects of analysis
from the investigators to an automated mechanism and
enhances the resultant output through additional context.
At the same time, it presents a broader picture of the events
for investigators to review for potentially suspicious activity.

Meta-Alerting, 1if properly applied, may decrease the
difficulties to manage suspicious transactions amid the heightened
scrutiny and expectations of regulators. It is time to change
the paradigm: meta-alerting is the new way forward as it better
manages risk through a broader view of transactional activity
and reduces costs through increases in investigative efficiency.
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FATCA: singularité américaine
ou modele a suivre?

Pour ne plus badiner avec 1’évasion fiscale, les Etats-Unis ont
décidé de créer un mécanisme ingénieux et agressif : la réglementa-
tion FATCA. Cette loi oblige tous les contribuables américains déte-
nant des avoirs en dehors des Etats-Unis a les déclarer. Une loi qui
ne fait nullement I’unanimité. Loin de 1a, en 2011, 1I’American Citi-
zens Abroad (ACA), une association d’expatriés américains basée a
Geneve (qui représente les intéréts des Américains résidant en dehors
des Ftats-Unis), a lancé une campagne pour abroger FATCA, estimant
que: «Celle lol considere comme des delinguants rous les Americains
ayant des comples bancarres a [ etranger alors gue la plupart sont
d honneles travaillenrs ou retrarrés».

D’ailleurs, bon nombre d’entre eux font face a un «terrible
dilemme»: renoncer a leur citoyenneté américaine ou se plier a des
régles ultra-complexes qui nécessitent souvent 1’aide coliteuse d’un
expert fiscal.
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FATCA
Raison d’étre de la loi FATCA

La loi fiscale américaine s’applique a tous les citoyens
des Etats-Unis, qu’ils résident ou non dans leur pays, a la diffé-
rence de celle de la plupart des pays, ou la loi fiscale s’applique
aux résidents seulement, qu’ils soient citoyens locaux ou non.

Or, justement, en 2008, un rapport du Sénat Américain avait
estimé que le colit de 1’évasion fiscale pour les Etats-Unis s’¢levait
a au moins 100 milliards de dollars par an. Le rapport notait que sur
les sept millions d’américains vivant en dehors des Etats-Unis, plus
de six millions et demi n’auraient jamais rempli de déclaration fis-
cale américaine! Ainsi, devant la pénurie des déclarations transmises
spontanément par les citoyens non-résidents, les autorités ont concu
une législation spécifique pour y remédier: le Foreign Account Tax
Compliance Act qui a ¢été inclus dans le HIRE Act en 2010. Ainsi,
la raison vraie derriere cette loi c’est surtout de renflouer les caisses
du Trésor de quelque 8,7 milliards de dollars supplémentaires.

FATCA est l’acronyme de Foreign Account Tax Com-

pliance Act, ce qui signifie loi sur la conformité fiscale des
comptes étrangers. Modifiée a plusieurs reprises, la version finale
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FATCA

de la loi FATCA «Final Regulations», a été publiée le 17 Janvier
2013. Ces régulations ont pour objectif de traquer les comptes de tous
les citoyens américains dans le monde. En pratique, FATCA met en
place un systeme de délégation ingénieux: la loi introduit des obli-
gations déclaratives pour les institutions financieres étrangeres (Fo-
reign Financial Institutions ou FFI) a 1’égard des comptes détenus
par leurs clients américains ou encore ceux ayant un rapport étroit
avec les Etats Unis. Par conséquence, la totalité des services finan-
ciers et monétaires mondiaux se trouve affectée par ce texte de loi.

Pour la petite histoire, FATCA a vu le jour a I’issue du scandale
UBS, labanque suisse qui avait encouragé des ressortissants américains
a ouvrir des comptes secrets pour échapper au fisc américain. Poursui-
vie par le ministeére américain de la justice, UBS avait été contrainte de
déverser 780 millions de dollars etde divulguerlasituation de ses clients
américains, ouvrant une bréche dans le secret bancaire helvétique.
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Champ d’application de la FATCA:
Les personnes visées

La loi FATCA vise principalement toutes les personnes
ayant un rapport étroit avec les Etats Unis, que ces personnes
soient des citoyens ameéricains ou pas. Le critere de rapport de
lien avec les Etats Unis est tellement large qu’il s’étend méme
aux personnes non ameéricaines ayant pass€¢ une durée de seé-
jour dépassant les 30 jours consécutifs dans une seule annce.

Plus précisément, selon la législation fiscale américaine, est
considérée comme une personne américaine, «U.S Person»: tout
citoyen des Etats-Unis (notamment une personne née aux Etats-Unis
qui réside dans un autre pays et qui n’a pas renonce€ a sa citoyennete
américaine); tout résident 1égal des Etats-Unis (notamment un titu-
laire de la carte verte américaine); tout résident permanent des Etats-
Unis; peut €¢galement étre considérée comme une «U.S Persony, une
personne attestant d’une présence substantielle sur le sol américain,
une personne ayant des mandats pour des comptes détenus par des
personnes américaines, une personne ayant une adresse postale ou un
numeéro de téléphone américain.
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Sont ¢également considérées des «U.S. Persons»: les enti-
tés juridiques américaines, certaines entités juridiques non-amé-
ricaines détenues en partie par des personnes ameéricaines, et
les avoirs financiers de fonds (Trust, etc.) dont les bénéficiaires
de I’ensemble ou d’une partie sont des personnes americaines.

Le seul moyen de ne plus étre soumis a FATCA, est de renoncer
a sa nationalité américaine devant les autorités consulaires ou diplo-
matiques du pays étranger de résidence selon une procédure appelée
«COath of renonciationy ce qui signifie «serment de renonciationy.
Toutefois, i1l est important de noter qu’un expatri¢ pourrait toujours
étre contraint de remplir «une déclaration de revenus» américaine
méme s’il a renoncé a sa nationalité. Pour que le renoncement soit
effectif, les expatriés doivent en réalité ¢tablir qu’ils se sont acquittés
de leurs obligations fiscales au cours des cingq précédentes années.

Les institutions concernées
D’autre part, pour ce qui est des institutions concer-
nées par 1’application de la loi, la FATCA a introduit le concept

du «Foreign Financial Institution» (FFI), «Institution Finan-
ciere Etrangére» (IFE) qui comprend toute institution finan-
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ciére ou bancaire opérant en dehors des Etats-Unis. Et par FFI, la loi
comprend: les banques commerciales; les banques d’investissement;
les fonds d’investissement; les sociétés d’assurances; les sociétés de
change. Avec en cible pour toutes ces entités financieres opérant hors
des Etats-Unis un statut d’institution financiére étrangere Participante
(PFFI), Reéputée Conforme (DCFFI), ou de Partenaire (FATCA Par-
tner FFI).

Les instruments touchés

Au-dela des comptes de dépot, la FATCA s’applique a d’autres
instruments: contrats d’assurance y compris 1’assurance vie; les
comptes non personnels; les comptes titres, les fonds communs de
placement, certains titres de créance, etc.

Mécanisme d’application les deux modéles proposés

L’application de la loi FATCA peut s’inscrire dans le cadre
juridique d’accords intergouvernementaux visant a permettre et
rendre obligatoire la communication d’informations bancaires
et fiscales entre Etats. En 1’absence d’accord intergouvernemen-
tal, la loi FATCA s’applique dans un cadre contractuel entre I’IRS
et les institutions financiceres, et prévoit des pénalités pour les
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institutions financieres non-conformes. Pour faire plus simple, FAT-
CA est applicable selon deux modéeles.

Modéle 1: Les banques traitent avec les autorités fiscales de
leur Etat, qui traitera quant a lui avec I’IRS. Ce modéle per-
met de résoudre les conflits entre le droit national et le droit ame-
ricain. En contrepartie, les Etats signataires devront mettre leur
législation en conformité avec FATCA. Lorsque le pays du FFI
a conclu un accord de coopération avec I’IRS, le statut de PFFI
(Participating Foreign Financial Institution) est réputé acquis.
Modele 2: Les banques traitent directement avec I’IRS qui leur
attribuera un numéro d’identification GIIN (Global Intermedia-
ry Identification Number). Cette inscription permettra aux ins-
titutions financicres basées dans les pays non couverts par un
accord intergouvernemental d’éviter 1’application d’une rete-
nue a la source forfaitaire sur les produits financiers américains.

Les obligations des banques

Suivant le modele 2 applicable jusqu’a nouvel ordre au Liban,
chaque banque doit passer un accord avec le fisc américain ou elle
s’oblige a:
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Identifier des comptes américains sur la base d’indices
définis par FATCA:

Les institutions financieres devront tout d’abord mettre tous les
moyens nécessaires en ceuvre pour cerner leurs clients américains.
La banque doit identifier les citoyens américains parmi sa base de
clientele (pas si simple avec les doubles passeports), y compris en
effectuant des recherches a ’aide de certains criteres (loyers payés,
virements), avec une obligation de diligence forte. La «awe di/jgence»
(ou questionnaire d’investigation) suppose une recherche plus appro-
fondie et plus technique afin d’identifier avec le plus de précision
les comptes américains susceptibles d’intéresser I’IRS. Les banques,
meéme lorsqu’elles comptent peu de titulaires de comptes américains
selon les critéres de nationalité, Green Card ou titre de résidence,
doivent rechercher dans leurs bases de données des comptes pre-
sentant des «indices d’américanité» (adresse, numéro de téléphone,
lieu de naissance, etc.). Un formulaire KYC (Know Your Custo-
mer) avec une série d’informations a remplir est soumis aux clients.

En cas d’indices d’américanité positifs, la banque doit contacter
son client afin qu’il confirme ou non sa qualit¢ d’US Person. La
charge de la preuve repose sur les banques: c’est a chaque banque
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d’étre en mesure de prouver ne pas avoir de client américain, et non a
I’IRS de prouver le contraire.

Obtenir la documentation client et une levée du secret ban-
caire pour permettre les déclarations:

Les banques assumeront la responsabilité dridentification des
contribuables américains parmi leurs clients, ainsi que la notification
de ’IRS des noms des clients américains et les informations sur les
comptes y afférents. La Banque demandera a une «US Person» de rem-
plir le formulaire W-9 de I’IRS (Request for Taxpayer Identification
Number and Certification) qu’elle conservera au dossier. Les banques
doivent surtout expliquer a leurs clients ameéricains ou ceux soumis
a la réglementation FATCA la nécessité de signer un contrat leur
permettant de rendre leurs comptes publics. Pour cela, elles doivent
demander le consentement du titulaire du compte avant de pouvoir
transmettre ses données a I’IRS, donc une US Person doit autoriser
sa banque de partager ses données avec ’autorité fiscale américaine.
D’ailleurs, si le client refuse de signer un tel document, il sera consi-
déré «récalcitrant», or cela n’affectera pas 1’obligation des banques
qui seront tenues de notifier quand méme a 1’autorité fiscale ame-
ricaine (IRS) le nombre de ses comptes et son patrimoine global.
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Déclarer sur base annuelle les comptes américains a I’IRS:

La FATCA impose aux banques de transmettre a I’IRS des in-
formations sur les comptes détenus par des contribuables américains,
citoyens des Etats-Unis ou non: nom et adresse du titulaire, balance
du compte, montant des retraits et des versements bruts. La régle in-
clut toute participation supérieure a 10% dans une société ¢trangere
détenue par un Américain.

Certifier la conformité a la FATCA:

Les banques se voient ¢galement dans 1’obligation de désigner
un cadre responsable (Responsible Officer), qui devra certifier a I’'IRS
que les actions nécessaires a la mise en conformité avec la loi ont bien
¢té entreprises.

Appliquer un prélevement de 30% sur les paiements
concernés par FATCA sur des comptes non conformes:

Les banques doivent prélever une retenue a la source de 30%

sur les revenus des personnes «récalcitrantes» (qui refusent la trans-
mission des informations au fisc), ou a défaut fermer le compte.
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Les sanctions prévues

Nul ne prend FATCA a la légere: aucune institution finan-
ciere internationale active ne sera en mesure d’ignorer la loi FAT-
CA. La non-conformité a la loi FATCA entrainerait de graves dom-
mages commerciaux et de réputation. Le non-respect de FATCA
représente non seulement un cofit sur les revenus en compte propre,
mais surtout un risque majeur d’éviction de relations avec certains
clients, contreparties, prestataires ou de relations de place. Les
clients non conformes (dits «récalcitrants») ou les institutions fi-
nancieres non-participantes a FATCA localisées en dehors des Juri-
dictions Partenaires seront soumis au prélevement FATCA de 30%
sur certains paiements taxables de revenus de source américaine.

Les FFI punissables

Les institutions financiéres qui n’appliquent pas FATCA
n’auront plus acces au marché des capitaux américains et seront
¢vités par les ¢établissements financiers qui travaillent dans le res-
pect de FATCA. En effet, La FATCA prévoit une saisie de 30%
sur tout paiement effectué aux FEtats-Unis par la banque ou insti-
tution financiere récalcitrante. Cette ponction de 30% sur les flux
mon¢étaires transmis serait opérée par les intermédiaires situés en
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amont et déja convertis au systeme. En pratique, une institution
financiere ne répondant pas aux différentes exigences de la loi ou
ne passant pas d’accord avec |’autorit¢ américaine sera consi-
dérée comme non-participante aux yeux de I’IRS (Non-Partici-
pating FFI ou NPFFI) et se verra imposer une retenue a la source
de 30% sur ses revenus d’origine américaine. Cette taxe punitive
(withholding tax) sera mise en place en plusieurs étapes successives,
touchant dans un premier temps les revenus de type Fixe ou
Déterminable, Annuel ou Périodique (FDAP), tels les dividendes
ou les intéréts, et dans un deuxieme temps les produits des ventes.

Les FFI punitives

Les IFE participantes ont la charge de punir les clients dits «ré-
calcitrantsy, soit des clients susceptibles d’étre des «U.S. Persons» et
n’ayant pas apporté la justification du contraire, soit ayant reconnu
leur statut de «U.S. Persons» mais ayant refusé la levée du secret
bancaire. Elles ont 1’obligation de leur appliquer une retenue fis-
cale de 30% sur tous les paiements de source ameéricaine regus et de
remettre les sommes retenues a 1’IRS. Quant au contribuable frau-
deur, il subira une pénalité de 40% du montant des avoirs dissimulés.
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La FATCA contredit-elle le secret bancaire ?

Face a D’arsenal juridique américain, le sort du secret ban-
caire est-il désormais scellé? En effet, en dépit de tous les eu-
phémismes qu’on veut bien y mettre, le secret bancaire n’exis-
tera plus vis-a-vis du FISC américain de ce qui reléve des
contribuables américains. Le monde offre a Washington une trans-
parence quasi-totale sur les clients américains de ses banques.

Au Liban, le conflit existant entre la FATCA et la loi datée du 3
septembre 1956 relative au secret bancaire qui caractérise le systéme
libanais depuis des décennies est un sujet de préoccupation majeur.
Dans I’¢tat actuel des choses, pour pouvoir lever le secret bancaire
sur tel ou tel compte, il faudrait que le client «US. Person», donne
son accord ou bien que le pays se munisse d’un nouvel outil l1égislatif.

FATCA reflete indéniablement la volonté juridique des Etats-
Unis. Mais c’est un pas dans la bonne direction si cette initiative fis-
cale unilatérale américaine conduit a I’amorce d’un dispositif interna-
tional (GATCA).
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